DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
. 9800 SAVAGE ROAD Sulte 6171
FORT GEORGE G. MEADE, MARYLAND 20755

SEP 17 2018

Ms. Divya Hosangadi

Johns Hopkins Center for Health Security
621 E. Pratt Street, Suite 210

Baltimore, MD 21202

Dear Ms, Hosangadi,

Thank you for your 19 June 2018 Freedom of Information Act request. U.S. Strategic Command
(USSTRATCOM) referred your request to U.S. Cyber Command (USCYBERCOM) on 19 June
2018 for processing. Our office located two responsive documents.

After carefully reviewing the enclosed documents, I have also determined certain portions no
longer meet the classification criteria of E.O. 13526, Section 1.4, As such, I have declassified
those portions. However, there are portions 1 am withholding.

As the Initial Denial Authority, I am partially denying portions of the document. The denied
information is currently and properly classified in the interest of national defense or foreign
policy according to Executive Order 13526, Classified National Security Information, Section
1.4(a) and b(7)(e). I am alsc denying the release of certain UNCLASSIFIED portions as they
meet the standards for classification pursuant to Executive Order 13526, Section 1.7.(e).
Specifically, when these UNCLASSIFIED portions are combined, they reveal an additional
association or relationship that: 1) meets the standards for classification under Executive Order
13526; and 2) are not otherwise revealed in the individual items of information. Iam also
denying access to the names and associated individual identifying information of
USCYBERCOM. Lastly, I am denying access to certain unclassified information as release
could pose a risk of harm to either U.S. Government personnel and/or operations.

If you are not satisfied with this action, you may appeal this response to the appellate authority,
Ms. Joo Chung, Director of Oversight and Compliance, Office of the Secretary of Defense. The
appellate address is: ODCMQ, Director of Oversight and Compliance, 4800 Mark Center Drive
ATTN: DPCLTD, FOIA Appeals, Mailbox #24, Alexandria VA 22350-1700. As an altemative,
you may us¢ the OSD FOIA request portal at http://pal.whs.mil/palMain.aspx; or e-mail your
appeal to OSD. FOIA-APPEAL@mail mil. Your appeal should be submitted within 90 calendar
days of this letter and should cite case number 18-059, and be clearly marked “Freedom of
Information Act Appeal.”

Additionally, you may contact the Office of Government Information Services (QGIS) at the
National Archives and Records Administration to inquire about the FOIA mediation services



they offer. The contact information for OGIS is as follows: Office of Government Information
Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College

Park, Maryland 20740-6001, e-mail at ogis@nara.gov; telephone at (202) 741-5770; toll free at
1-977-684-6448; or facsimile at (202) 741-5769.

Sincerely,
(750 /W wo

ROSS A. MYERS
Rear Admiral, U.S. Naky
Commander



18-059

_From: _ 'National FOIA Portal <National.FOIAPortal@usdoj.gov>
Sent; Tuesday, June 19, 2018 12:10 PM
To: STRATCOM Offutt AFE JOO6 Mailbox FOIA PA
Subject: [Non-DoD Source] New FOIA request received for U.S, Cyber Command
Hello,

A new FOIA réquest was submitted to your agency component:

The following list contains the entire submission, and is formatted for ease of viewing and printing.

request_id 14421

confirmation_id 13896

adélress_city Baltimore

address_country United States

address_Jine1 - Johns Hopkins Center for Health Security
address_line2 621 E. Pratf Street, Suite 210

address_state_province MD
address_zip_postal_code 21202 -
company_organization  Johns Hopkins Center for Health Security

email

expedited_processing no 0000 TTTTTteeeael . .

fee_amount_willing so00 T (b) (6)
fee_walver yes -

This request is for records that are essential far academ:c

research currenily being conducted by tha-Jéhns Hopkins
fee_waiver_explanation Center for Health Security, for educahemal purpeses designed fo
' contribute to public understandmg of operations and activities of

the government, e
name_first : Divya
name_last Hosangadi - .-~
phane_number ’
request_category " educational

Requesting the most current continulty of operations plan
(COOP) for US Cyber Command, The COOP we request is for
one that would be enacted during a large scale nationat
emergency, such as a large scale natural disaster or pandemic
situation. If the COOP plan(s) is determined fo be exempt from
FOIA disclosure, | request lists of primary mission essential
functions (PMEF) for the US Cyber Command and any of its
subcomponents, if applicable. Because we are reguesting only
the most current plan, we suggest searching for documents
developed between O1IO1I2016 and present day (06/19/2018). If
the COOP requested was developed prior to 2016, we request
e _ expanding the search dates to range from 2014 (01/01!2014) to
request_description 2016 (01/01/2018), and to continue expanding the date range if
i the most recent document was developed prior to 2014, The
same suggestion for dates applies for lists of PMEFs, if the
COOP is deemed exempt from FOIA disclosure. | have already
contacted OSD and spoken to Jim Hogan and Aaron Graves. If
the requssted COOP Iinformation for the US Cyber Command is
only avallable by contacting OSD, please let me know. Federal
Preparédness Circular 65 requires that departments and
agencies maintain lists of PMEFs as part of thelr continuity of
operations plans, Records to be used in educational/research
pursuits associated with the Johns Hopkins Bloomberg School
. of Public Health Please let me know if you have any guestions.

1



The following table contains the entire submission, and is formatted for ease of copy/pasting into a spreadsheet,

request_i confirmation_i address_cit address_countr address_line address_line address_state_provin address
d d y y 1 2 ce

Johns Hopkins 621 E. Pratt
14421 13896 Baltimore United States Center for Street, Suite MD 21202
Health Security 210
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USCYBERCOM
9800 Savage Road

Reply ZIP Code: 20735 1 March 2017
MEMORANDUM FOR: Distribution List

SUBJECT: USCYBERCOM CONTINUITY OPERATIONS (COOF} PLAN for
USCYBERCOM (S} | ‘

1. (U) This USCYBERCOM Continuity of Operations Plan provides the details
for USCYBERCOM efforts to satisfy the DOD 3020.26 “Department of Defense
Continuity Programs” requirement for all DOD Components {USCYBERCOM) to
develop, coordinate, and maintain continuity plans.

2. (U) The USCYBERCOM COOP Plan is effective for planning purposes upon
receipt and for expansion into an Operations Order (OPORD) when directed.

3. {U) The USCYBERCOM COQOP Plan was coordinated with USCYBERCOM
Components, USSTRATCOM Headquarters staff, and the Joint Stafl.

4, (U) Forward any recommended changes to USCYBERCOM J3, 9800 Savage
Road, Fort George G. Meade, MD 20785. '

FOR THE COMMANDER
F> 0 T
STEPHEN G. FOGARTY
Major General, USA
Chief of Staff
Encl

USCYBERCOM CONTINUITY OF OPERATIONS (COOP) PLAN 20XX (S)
USCYBERCOM CONTINUITY OF OPERATIONS (COOP} PLAN ANNEX C (S}

iii
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USCYBERCOM COOP Plan
1 March 2017

USCYBERCOM CONTINUITY OF OPERATIONS (COOP) PLAN 20XX

RECORD OF CHANGES

In the event the issuing authority distributes changes to this plan, ensure the
changes are made and recorded in the table below.

Change
Number/
Message
DTG

Posted
Date

Effective
Date

. Printed Name/
Signature of Change Verifier,
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USCYBERCCM CCOP Plan
1 March 2017

USCYBERCOM CONTINUITY OF OPERATIONS [COOP} PLAN 20XX (U)
SECURITY INSTRUCTIONS

1. {U) The long title of this plan is “Continuity of Operations Plan for United
States Cyber Command (U).” The short title is “USCYBERCOM COOP Plan (U).”
Both titles are UNCLASSIFIED,

2. (U) The overall classification of this document is SECRET, Pages are
classified SECRET to protect information classified at that level or the
compilation of sensitive {but not necessarily classified) individual entries which,
when aggregated, may convey information of a classified nature,

3. (U) Reproducing, extracting, and/or paraphrasing in whole or in partis |
authorized only when necessary to satisfy military requirements, provided the
original classification of the affected portion is maintained. The distribution of
this plan, or portions thereof, is restricted to those agencies and personnel
whose duties specifically require knowledge of the contents.

4, {U} This document contains information affecting the national defense of the
. United States within the meaning of the Espionage Laws, Title 18, United
States Code, sections 793 and 794. The law prohibits the transmission or

revelation of information contained within the document to unauthorized
personnel.

vii
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USCYBERCOM CQOQOP Plan
1 March 2017

USCYBERCOM CONTINUITY OF OPERATIONS (COOP) PLAN 20XX (U)
TABLE OF CONTENTS
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USCYBERCOM COOP PLAN
1 March 2017

USCYBERCOM CONTINUITY OF OPERATIONS (COOP) PLAN 20XX
SUMMARY {U)

1. (U) PURPOSE. The USCYBERCOM COOP Plan provides the Commander of
USCYBERCOM the means to continue USCYBERCOM Mission Essential
Functions (MEFs)} during national security emergencies or when normal
operations conditions have been impaired or made impossible. This plan
fulfills the requirement provided by National Security Presidential Directive
(NSPD}-51 and DODD 3020.26 which stipulate the requirements for both a

comprehensive continuity program and plan development, respectively. This
plan will update perishable information as needed.

2. (U) Support National and DOD policy directives.

b. {U) Implement Secretary of Defense (SecDef) and Chairman of the Joint
Chiefs of Staff (CJCS] directives. - :

c. (U} Detail the c'oncept of operations.

d. (U) Define the decision authority for execution,
e. (U} Describe conditions for implementation.

f. {U) Identify execution criteria.

g. {U) ldentify primary COOP funct;ons, procedures, and capab111t1es
required to execute those functions.

. h. {U) Define a minimum level of readiness,

i. {U) Assign responsibilities to the USCYBERCOM Staff, and
USCYBERCOM Military Service and Functional Components.

j- (U) Provide planning capabilities necessary to perform MEFs during
national security emergencies or other emergencies that affect the ability to
execute the USCYBERCOM mission.

k. {U} Provide guidance to reconstitute the positioﬁs of CDRUSCYBERCOM
and personnel assigned to USCYBERCOM, to include active duty military, DOD
civilian, and contractors as appropriate .

2. (U) APPLICABILITY. This plan is effective upon receipt and applies to all
personnel assigned to USCYBERCOM.

xi
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3. (U) POLICY, USCYBERCOM will ensure continuoué operations of
USCYBERCOM's Mission Essential Functions (MEFs} according to National and
DOD Policy referring to Continuity of Operations.

a, (U} An identifiable command authority.

b. (U) A surviving USCYBERCOM staff, able to accomplish USCYBERCOM
MEFs and adequate to task and manage MEFs accomplishment,

c. (U) A secure, survivable, and redundant operational communications
system with access [receive and transmit) to all appropriate data and voice
communication systems.

d. (U) MISSION. On order, CDRUSCYBERCOM and designated elements of
the Command relocate as part of & USG-wide continuity of operations (COOP)
program in order to ensure the Command maintains the ability to perform all
Unified Command Plan-directed missions and responsibilities in times of
peace, crisis, or conflict.

e. {€ Commander’s Intent. USCYBERCOM will be prepared to conduct
COOP to ensure continuous operations of USCYBERCOM's MEFs, with or
without warning, in a manner that insures seamless C2 of global cyberspace
operations and uninterrupted support to Combatant Commands, Services and
Agencies in accordance with the standards specified in this plan for a

b)(1) Sec 1.4(a) This will be accomplished through the Command
Relocation Group {b){1) See 1.4(a)

| (b)(1) Sec 1.4(a) |

{1) (uy /-F-G-U-G-) Purgos USCYBERCOM remains able to accomphsh
MEFs in the event that relocation from the| (b)(1) Sec 1.7(e) lis
ordered, anticipated, or necessary.

(2) (U/ A=0HQ) Method. Alert and deploy Command Relocationl Group
personnel to select COOP site(s). Personnel will stand up selected

USCYBERCOM CQOP sites and commence cyberspace operations in support of
USCYBERCOM MEF‘S

(8) (U/ AFeHO) End State. USCYBERCOM maintain continuous

_operations at the USCYBERCOM COOQP site(s) until operations resume in the
| (b)(1) Sec1.7(e) - ]or a follow-on plan has been approved by the
Commander. '

4. (U) MISSION ESSENTIAL FUNCTIONS (MEFS). Certain USCYBERCOM

functions have been identified as Mission Essential Functions for the purpose

of this plan. Interruption or loss of these functions will have serious impact

within days of interruption. MEFs are the most critical tasks associated with

the success of USCYBERCOM'’s operaticnal mission. See APPENDIX XX to
xil
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ANNEX C, “OPERATIONS.” .

5. (U) ESSENTIAL ELEMENTS OF INFORMATION {EE]). The USCYBERCOM
COOP Plan execution is based on an assessment of the potential magnitude of
the threat, duration of the threat or attack, potential for facility loss, and
readiness concerns.

a. {U) Is there a credible threat to continuous operations or key persoﬁnel?

b. {U) How specific and/or imminent is the threat? How much available
warning time exists to.execute COOP plans and relocate operations?

¢. (U) How grave are the potehtial consequences of the threat?

d. 8 Is there a| (6)(1) Sec 1.4(a) lt USCYBERCOM HQ?
e. (S} Given the threat] - . | (0)(1) Sec 1.4(a) |
[ o)1) Sec 1.4(a) ~ |remain in place or relocate to

another location?

{ & 1s clandcstine| {b}(1) Sec 1.4(a) - |

6. (U) CONCEPT OF OPERATIONS,

a. {8) Purpose. This plan is designed to increase the survivability of .
essential USCYBERCOM personnel and provide flexible MEFs execution during
the pre-, trans-, and post-event phases of a COOP contingency. Survivability
and continuity are accomplished | ' (b)) Sec 1.4(a) |

' {B)01) Sec 1.4(a) |

T

{(1) Sec 1.4]’£AW the DODD 3020.26.

b. {U) The Concept of Operation supports:

(1) 8) The continuous tailoring of the Command Relocation Group
{b)(4) Sec 1.4(a) Lo meet existing

threat conditions.

{2) {8) The relocation of Command Relocation Group|  ®ynsec 14 |
' (b)(1) Sec 1.4(a) lto the USCYBERCOM COOP sites
commensurate with the size, skills, and ranks necessary to support the
USCYBERCOM Staff and provide support to the MEFs restoration operations.

(3} (&} USCYBERCOM’s COOP plan for devolment {b}{1) Sec .4(a) |

{b)(1) Sec 1.4¢a) lis currently being coordinated {b)(1) Sec 1.4{a) |
' {B)(1) Sec 1.4(a) for COOP space
so that mission essential personnel| (1) Sec 1.4¢a) |

xiii
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(4} (U) Phase 3 Post-Event (Reconstitution}. The USCYBERCOM Stalff

. reconstitutes, using surviving USCYBERCOM personnel and, if required,

personnel from the Military Services, and USCYBERCOM Subordinate

Component Commands. Should the USCYBERCOM HQ] {B}7)e) |

| . O)(E) |not be functional, the '

USCYBERCOM Staff will reconstitute at a location designated by the acting

CDRUSCYBERCOM. See APPENDIX XX, “STAFF RECONSTITUTICN,” to

ANNEX C, “OPERATIONS.”

7: (U) CONDITIONS FOR EXECUTION. A decision to execute any portion of
the USCYBERCOM COOP may occur during duty and non-duty hours, with

little or no warning. COOP execution is explained in detail in ANNEX C
Paragraph 3.

8. (8} EXECUTION AUTHORITY. Execution of aspects of this plan requires
consultation withiand approval by the Commander, USCYBERCOM, his

representative, or highier authority. The Director of Operations {USCYBERCOM
1 : (B){1} Sec 1.4ta) !

9. (U) TIME TO COMMENCE EFFECTIVE OPERATIONS. See “BASE PLAN,”
Paragraph 3 Execution, “PLANNING FACTORS.” :

10. (U) KEY ASSUMPTION AND THREATS.

a. (8) Threats to operations of the USCYBERCOM|  (i)sects@ |
facilities range from natural disasters and infrastructure failures to terrorist

attacks and attacks during times of war. | (1) Sec 1.4(a) |
(1) Sec 1.4(q)
| (b3{1) Sec 1.4(a) lhighly visible symbols of the United States, to include

government facilities such as USCYBERCOM|[ _ (b)1) Sec 1.4(a) | Possible threats
"to USCYBERCOM| @)secia@ pperations include, but are not limited to:

(1} (U) Natural disaster (e.g. earthquake, hurricane)

{2) (U) Manmade disaster or emergency (e.g. accidental disruption,
and/or cyber attack)

{3} {U) Technological emergency (e.g. Power failure, fire)

(4) (U) Acts of terrorism involving attacks utilizing conventional, nuclear,
xiv
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biological, and chemical materials weapons, as well a8 conventional or'cyber
attacks on] : b))

b. {U) Unconventional. Coordinated military attack on the United States
involving conventional, nuclear, biological, chemical materials and/or weapons.

11. (U) OPERATIONAL CONSTRAINTS.

a. (8) The overall number of personnel reiocatingl_____wv_‘__ (b)(1) Sec 1.4(a)

(b)(1) Sec 1.4{a)

{)(1) Sec 1.4(3) |the relocation site.

b. ) The command must retain the ability{ = ®)(1) Sec 1.4(a) ]
. | (b)(1) Sec 1.4(z) during all phases of the plan execution.
¢, #&) Nuclear, biological, or chemical attack directed at USCYBERCCOM
{b)(1) Sec 1.4(8)
d & (b} 1) Sec 1.4(a)
relocation and/or reconstttutlon efforts.
e. &) During relocation, the group may encounter| - (b)(1) Sec 1.4(a) |
| (B){1) Sec 1.4(a) - If.O the demgnated relocation points.

f. (U) The relocation’ and reconstitution of designated personnel may not be
| ' )e) ]
| (B)7)e} o perform the MEFs (unctions.

12. (U} COMMAND RELATIONSHIPS. Command relationships remain the
same as prior to plan implementation. Successions of command lines for
command of USCYBERCOM are outlined in ANNEX J. USCYBERCOM may
elect to reconstitute at any location possessing the capability to support
requirements,

13. (U) TASKS. See USCYBERCOM COOP BASE Plan, “COORD[NAT]NG
INSTRUCTIONS".

14, (U) COMMUNICATION APPRAISAL. See ANNEX K, “COMMUNICATIONS
AND [NFORMATION "

15. (U) LOGISTICS APPRAISAL. The logistics appraisal of this plan focuses on
the three essential elements of logistical assessments: feasibility;
supportability; and sustainability. The assessment analysis considers core
capabilities in terms of critical items, limitations, logistics, outsourcing, and"
threats to logistic capabilities prior to and during a COOP event. The

xv
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assessment also highlights deficiencies or gaps and any associated risks; it
proposes mitigation strategies to reduce or contain identified risks, COOP
support is dependent upon the determinatton of alternate locations/sites and
flexibility for the delivery of services and support. See ANNEX D, “LOGISTICS
AND SUSTAINMENT” for execution procedures for logistics support to COOP,

16, (U) PERSONNEL APPRAISAL.

a. (U) There are currently enough USCYBERCOM personnel to meet
requirements. There is the potential that an event could occur where a
significant number of personnel (0EN(e) [

I ®)e) l

b. B8) Personnel requirements and processes to achieve rapid reconstitution
of USCYBERCOM| ' (b){1) Sec 1.4(a) ' |
| - (b)) Sec 1.4(a) | ‘ '

c. (8} Personnel assigned to the Command Relocation Grough sec 14
(b)(1) Sec 1.4(a) shall be trained,

qualified, certified, and exercised to ensure readiness to execute assigned
MEFs, to include operations supporting USCYBERCOM, under all conditions.

OFFICIAL

<F. M. LNAME>
RANK, SERVICE
POSITION, J-3
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USCYBERCOM COQP Plan
1 March 2017

USCYBERCOM CONTINUITY OF. QPERA’I‘ION S (COOP) PLAN 20XX (U}
BASE:. PLAN (U)

(U) REFERENCES.

a. tU) National Security Presidential Directive 51 (NSPD 51) / Homeland
. Becurity Presidential Directive 20 (HSPD 20), National Contlnmty Policy, 9 May
07 (U)

b. (U) Federal Continuity Directive 1 (FCD 1), Federal Executive Branch
National Continuity Programs and Requirements, Oct 12 (U)

c. (U) Federal Continuity Directive 2 (FCD 2}, Federal Executive Branch
Mission Essential Function and Primary Mission Essential Function and
[dentification and Submission Process, Feb 08 (U)

d. (U) DOD Directive 3020 26, Departrment of Defcnse Contlnmty Programs,
9 Jan 09 (U) .

e. (U) DOD Directive 3020.26P, Secretary of Defense Continuity of
Operations Plan 21 Mar 07 (S}

f. (U) DOD Instruction 3020.42, Defense Continuity Plan Development, 27
Apr 11 (U)

g. (U) Chairman of the Joint Chiefs of Staff Operation Order 3-12,

Continuity of Operations (COOP) for the Chairman of the Joint Chiefs of Staff,
30 Nov 12 (S) .

h. (U} National Continuity Policy Implementation Plan, 27 Sep 07 (U}

i. (U} Department of Defense Implementation of Naticnal Contmully Policy,
18 Jan 12 (TJ)

i. (U) Department of Defense Directive 7730.65, Defense Readiness
Reporting System (DRRS), 11 May 15 (U}

k. (U) National Terrorist Advisory System Public Guide, DHS website (U)
1. (U} USSTRATCOM Continuity of Operation (COOF)}, | August 2014 (S)
1. (U) Situation. '

a. (U) General. Crises may occur that negatively affect or prevent
1
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operations from continuing in USCYBERCOM facilities. The USCYBERCOM
Continuity of Opéerations Plan {USCYBERCOM COOP Plan} describes the

. processes and steps in order to continue Mission Essential Functions (MEFs)
without unacceptable interruption during a national security emergency.
National security emergencies are any occurrence of disruptive conditions that
seriously degrade or threaten the national security of the United States. In
addition, the USCYBERCOM COOCP Plan provides for the timely and orderly
devolvemenyt, relocation and for reconstitution of key staff during an emergency
or other event affecting the ability to execute the USCYBERCOM mission from
current facilities, Consideration is given to executing relocation of MEFs as a
precautioparv measure. This will be performed by the Command Relocation
Group: IO |as determined by

the 'situatio .

b. (U} Enemy. See ANNEX B, “THREATS AND INTELLIGENCE and
current intelligence reports as appropriate.

(1) (U//PE&YO) Threat. Threats to operations of the USCYBERCOM
range from natural disasters to terrorist attacks and attacks during times of

war. The following threats to USCYBERCOM will meet the threshold for
executing COOP,

{a) (U//#oHO) Natural Disaster

(b) (U//FOYO) Manmade disaster or emergency
{c) (U//POBLB) Technological emergency.

: (d) (U/ /FG-U_G}.Acts of terrorism invelving Chemical, Biological,
Radiological, Nuclear, or High-yield Explosive (CBRNE) materials

{e) (U/ /FSEO} Coordinated military attack on the UNITED States
involving conventional, nuclear, biological, or chemical materials or
weapons.

(2} (U/ HFOU9) Intelligence Operations. USCYBERCOM J2 will be
responsible for providing and/or coordinating all intelligence required by the
commander, staff judge advocate, staff planners, operators to plan and .
execute all assigned missions. It is the details of the assigned cyberspace
operations mission that drive the details of the J2 organization and
processes, which are briefly explained below.

c. (U) Friendly. U.S. forces and other components identified by current
operations report. '

d. (U) Facts.



e

(1) {6} USCYBERCOM Headquarters Facility, (b){1) Sec 1.4(a)

()(1) Sec 1.4(a) |variety of threats that may interrupt
essential operations and functions.

{2} (U) Enemy forces are capable of launching attacks against Fort
Meade, MD and other major US military facilities with little or no advanced
warning.

(3} {(U) This COOP Plan is executable with or without warning, during
duty or non-duty hours. :

(4) Emetrgency funding will be made available to facilitate COOP.
(5) There will be situational event-driven disruption to normal operations.

e. (U) Assumptions.

(1) {&) USCYBERCOM may receive (b)(1) Set 1.4(3)
[ o)1) sec 1.4¢2) _

(2) {6)| (B)(1) Sec 1.4(a) to and from local
COOP sites.

(3) ) (b)1) Sec 1.4(8) COOP sites will be available.

‘ - . 7 :

@y (B)(1) See 14(a) . | can be modified
as required if] (0)(1} Sec 1.4(2) ldetermined to be
mission essential and subject to COOP.

(5) {8 Command Relocation Group:| {b}(1) Sec 1.4{a) |

{b){1) Sec 1.4(a) lcapable of performing the functions

of the USCYBERCOM MEFs,

(6) {&) The COOP site(s) (b){1) Sec 1.4(a) |support and
logistics for the Command Relocation Group. '

_ {7} & The COOP site(s]| (B)K1) Sae 1-.4(3) ]supporting the Command
Relocation Group in its performance ol the USCYBERCOM MEFs.

(8) t€) USCYBERCOM! (b){1) Sec 1.4(a) |w_ill function during COOP and
will be accessible by USCYBERCOM from the COOP site(s).
(9) &) USCYBERCOM remains in communication with higher

headquarters,| {bY(1) Sec 1.4(a) |Combatant Commands
(CCMDs}, Services, and Agencies at the COOP site(s).

3
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(10) ¢ All designéted USCYBERCOM personnel| (b)t1) Sec 1I.4(a) |

site(s).
{11) {€) Non-COOP personnel ' b1 Sec 1.4(8) |
(b)t1) Sec 1.4¢a) |planned and directed.
[12) (&) The| {b)1) Sec 1.4(a) ' |
(b)(1) Sec 1.4(a) lfull range of natural and/for man made

disasters and may require devolvement and/or relocation to alternate facilities
to perform the USCYBERCOM MEFs.-

(13) {6} The Commander USCYBERCOM|[ __ m secid@ |

(B)(1) Sec 1.4a) hs long as possible.
(14) (& USCYBERCOM will retain| " (L)1) Sec 1.4¢a) |
authorities, . '

f. (U) Planning Factors.

{1) (U) Purpose. This plan is executable in both a “with warning” and .
“no-warning” scenario, during duty or non-duty hours. For the USCYBERCOM
COOP Plan, duty hours are considered to behours Eastern Time,
Monday-Friday except federal holidays. '

(2) (U) Staffing Considerations. The rank, skill sets, and number of
personnel assigned to the Command Relocation Group are determined by space
imitations and MEFs to be performed. Due to these space limitations, the
Command Relocation Group by necessity represents a fraction of the full
USCYBERCOM staff. To meet these staffing limitations and in order to support
the MEFs, the USCYBERCOM directorates will prioritize their directorate |
functions and select the most knowledgeable and experienced personnel for
assignment to the Command Relocation Group. The assignments for
USCYBERCOM directorates are provided in APPENDIX 1, “COMMAND
RELOCATION GROUP ORGANIZATION,” to ANNEX A, “TASK ORGANIZATION.”

(3) (U) Essential Elements of Information. USCYBERCOM COOP Plan
execution is contingent on an assessment of the potential magnitude of the

threat, duration of the threat or attack, potential for facility loss, and readiness
concerns.

{a) (U) Is there a credible threat to continuous operations or key
personnel?

(b) (U) How specific and/or imminent is the threat? How much
available warning time exists to execute COOP plans and relocate operations?

() (U) How grave are the potential consequences of the threat?
. . 4 '
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(d) {5} Is (b){1) Sec 1.4(a) |USCYBERCOM HQ?

{e) 5 Given the threat,| " (b}1) Sec 1.4(a) |
{b)(4) Sec 1.4(a) [relocate to another location?
0 t8)| (6){1) Sec 1.4(a) |not to cause additional

unrest within the community?

2. (S) Mission. On order, CDRUSCYBERCOM and designated elements of
the Command | (b)1) Sec 1.4ta) |
program in order to ensure the Command maintains the abiiity to perform all
Unified Command Plan-directed missions and respon31b1l1t1es in times of
peace, crisis, or conflict.

a. (U) MEFs. The MEFs and tasks are discussed in APPENDIX XX
“MISSION ESSENTIAL FUNCTIONS,” to ANNEX C, “OPERATIONS.”

3. (U) Execution. This plan is designed to increase the survivability of
essential USCYBERCOM personnel to enable flexible MEF execution during the
pre-,.trans-, and post-évent phases of a COOP contingency. Survivability and
continuity are accomplished LXTe |
| ©)e) - while maintaining the
ability to perform succession

a. (S-) COOP Concept of Operations. Personnel will relocate to one of the
USCYBERCOM COOP locations (Command Relocation Group:| (o)1) Sec 146 |

| {b3{1) Bec 1.4(a) |as determined by the situation.
Alternate or additional sites may be used if available at implementation.
USCYBERCOM COQOP execut10n| : {B)(1) See 1.4(2)

b. (U) Execution Authority., Execution aspects of this plan requires
consultation with, and approval by, the Commander, USCYBERCOM, his
representatwe or higher authority. The Director of Operations (USCYBERCOM
J3) is responsible for the execution of this plan.

c. (U) Conditions for Execution. The followmg conditions may cause
execution of USCYBERCOM COOQP. This plan is designed to support contmulty
of operations given war, terrorist attack, natural or technological disaster, or at
the direction of the President or Secretary of Defense. These conditions may .
oceur during duty and non-duty hours, with or without warning, and may
cause disruptions to normal USCYBERCOM operations.

(1} () War conditions, Conditions may exist when the United States is
engaged in hostilities against another country. The hostilities may or may not
be conducted under a formal declaration.

(2) (U) Terrorist Attacks. Attacks may be executed by a foreign national
5
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or U.,8, citizen and are characterized by a deliberate, planned effort to attack
key infrastructure USCYBERCOM relies on. '

{3) (U} Natural and Technological Disasters. Any number of events may
require a partial or total administrative and operational relocation to an
alternate site. Factors for initiating relocation include, but are not limited to:
hurricanes, fire, toxic emissions, earthquake, hazardous nuclear power plant
emissions, sewer or power failures, contamination of water sources, health
hazards, structural instability, or other disruptions to operations during which
USCYBERCOM or USCYBERCOM fac1llt1es, are rendered unusable for normal
operations,

(4) (U) By Direction. Commander, USCYBERCOM or his designated
representative will activate all or specific portion(s) of this plan. . '

d. (U} Operations to be conducted. :

(1) (U) COOP Phases. Since the exact nature, timing, or extent of a crisis
cannot be precisely determined in advance, this directive outlines flexible
options that can be adapted to any crisis situation. COOP planning and
execution span four phases: Phase 0 - Pre-event, Phase 1 - Trans-event, Phase
2 - Continuity Opcratmns, and Phase 3 - Post«event

(a) (8} Phase O - Pre-Event Fhase {Readmess and Preparedness). This
phase consists of all tasks accomplished prior to execution of COOP plans,
Actions are taken to decide, prepare, coordinate, and train to readiness
standards. Plans and actions are coordinated, reviewed and staffed. In
addition, timely alert, notification, coordination, and decision-making exercises
are conducted to prepare personnel for a COOP event, USCYBERCOM J3 is
the catalyst for pre-event activities. During this phase, consideration is given
to phasing the relocation of personnel and resources to a USCYBERCOM COOP
site. To reduce the vulnerability of the staff to a surprise attack or terrorist
activity, the decision to relocate| - {b){1) Sec 1.4(a) . i

[ o sec1.4z |personnel significantly minimizes the|l  mmsectam  |ofa

(o) Sec 14 ] This phase ends with| T o Sec 1t |
_ (b)(1) Sec 1.4(a) event requiring COOP to be activated. ,

(b) {8) Phase 1 - Trans-Event Phase (Activation and Relocation b)(1) Sec 1.4()
t)This phase commences with identification of a threat or event that may
require a COOP response]  @m(1sec14(» | Actions are taken to decide,

| (b}{1) Sec 1.4(a) ' [
1 ' : (B)(1) Sec 1.4(a) ' |

{b)1) Sec 1,4(2) lare critical during this phase. Notification of
senior leaders is completed,  (B){1) Sec 1.4(2)
O Sec 146 - ]
(0)(1) Sec 1.4(a) i
Succession to command decisions| iy secia [if necessary, the temporary
6
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r O SecTd@ | Actions in this phase enable| (0){1) Sec 1.4(a)
(B)(1) Sec 1.4(a) [ This phase ends upon| o)1y Sec i) |

{b)1) Sec 1.4(2)

(¢} £5) Phase 2 — Continuity Operations. During this phase, the

{b)(1) Sac 1.4(a)

for a {)(1) Sec 1.4(a) _[leadership, directorate, and / or
component leads will assist In. coordinating and sustaining deployed staff
requirements. During this phase, decision-makers will assess the impact of
the event and determine the duration of operations from an alternate site(s).
Actions include managing communications, logistics, transportation, personnel
augmentation and rotation, as well as site and / or platform activities. This
phase ends when planning is completed for the return (recovery) of deployed
personnel, their functions, and C2 to a permanent site (b)(1} Sec 1.4(a)

(b)(1) Sec +.4(a)

(d) {S) Phase 3 - Post-Event (Reconstitution). During this phase, plans
may be implemented for the return {recovery) of the MEFs, their functions, and
C2 to a permanent operating location, | {b)(1) Sec 1.4(a) |

(L)(1) Sec 1.4(a) ' | Decision-
makers will continue to assess the impact of the event and any emerging
threats and determine the duration of conducting operations from alternate
operating facilities. This concept of operations recognizes the need to function
for a (b)) Sec 1.4(2) ] During this] ()t Sec1.4@ | reconstitution actions
will interlace with the operational performance of the MEFs. An estimate of the
level and duration of the incident that required COOP plan implementation will
be based on, but not limited to, the type and continued existence of threats,
the severity of the damage, the ability to reconstitute the full staff, and the
reliability of communications. If facilities are not available, they will, in turn
contact other local bases, federal facilities, or begin searching for other real
estate options to support the Command)| (bY(1) Sec 1.4(a) |

(b¥(1) Sec 1.4(a)}

|(b)(1)Sec 1.4(a)|Depending on the amount of HQ Staff affected, CODRUSCYBERCOM or
his designated representative can select directorates/special staff to relocate . -
based on a given priority for the situation. While Phase 1 and 2 activities may
be of short duration, Phase 3 activities may continue for an extended period of
time. This phase ends when the USCYBERCOM Commander or his/her
designated representative determines whether to reconstitute at the HQs
facility (if conditions permit} or at an alternate site.

7
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(2) (U) COOP Tiers. COOP implementation and missicn offset revolve
around 2 five-tiered concept of response based on the magnitude of the threat
or impact of an actual event. While specific responses are asscciated with each
of these five tiers for planning purposes, this is not intended to restrict the
Commander’s flexibility to respond to an actual situation using the best
available means. The nature and scope of the emergency will dictate the
appropriate response to any situation,

(a} 48} Tier 1 USCYBERCOM HQs Impaired. USCYBERCOM HQs in the
(){1) Sec 1.A(a) has sustained some damage and parts are

unusable such as localized flooding, fire, or structural damage {example:
Virginia Earth Quake 2012). Individual directorates may be affected, but the
HQs is still usable in some areas. The command will relocate and use
unaffected areas within the HQs. In addition, personnel and functions may
relocate to local COOP facilities in accordance with (IAW} directorate /
component plans or as directed by the command. | {b)(1) Sec 1.4(a) }
[ (b} 1) Sec 1.4(=a) imay have to execute their COOP Plan. Some
.personnel may be directed to go home and wait for further instructions.

(b} GS} Tier 2 HQs Unusable Event renders USCYBERCOM HQ -

(b)(1) Sec 1.4(a) | completely unusable
(example: Hurricane, Fire or Terrorist Attack), If USCYBERCOM is not able to
perform MEFs and supporting tasks then CDR USCYBERCOM or his designed
representative will determine if a devolment and/or transition of MEFs and
supporting tasks to subordinate commands with augmentation considered.
Sites will be determined based on the extent of damage and/or the impact
resulting from events. This will also determine the decision for COOP. Affected
personnel will relocate to COOP facilities IAW COOP or command guidance.

(c} (&) Tier 3 Installation Inaccessible. The threat or event renders
USCYBERCOM - {b)(1) Sec 1.4(a) |
inaccessible and unusable (example: Chlorine release or Hurricane damage).
All MEFs, and supporting tasks will be transitioned to alternate and / or COOP
operating {acilities. The transition of MEFs; and supporting tasks to
subordinate commands with the level of augmentation considered. Sites will be
coordinated with COOP plan development 10T achieve a successful relocation
of selected missions, operations and personnel. Affected personnel will relocate
to designated COOP facilities 1AW directorate guidance or as directed by the
command. - '

(d) (8) Tier 4 USCYBERCOM area | (B)1) Sec 1.4(a) I

{b)(1) Sec 1.4{a)

N . (BY(1) Sec 1.4(a) [ The MEFs, and supporting tasks will be
8
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transitioned and performed as appropriate at the designated COOP facilities.
The transition of MEFs, and support tasks to subordinate commands with
augmentation will be considered. Sites will be determined based on the extent
of damage and impact resulting from events requiring COOP, Affected
personnel will relocate to COOP facilities [AW directorate guidance or as
directed by the command.

(¢} (8} Tier 5| . o)1) Sec 1.4(a) |
(b)(1) Sec 1.4(3) ' |
The MEFs will be transitioned as appropriate to the COOP site(s)] @)1 Sec1.4@ |
The transfer of MEFs and supporting tasks to subordinate commands
with augmentation will be considered. | (b)1) Seci4(@) " fand

coordinated| (0)(1) Sec 1.4(2) |IAW directorate or as
directed by the commarnd.

e. (U) Tasks.

(1) (U) All Directorates-and Subordinate ‘Commands.

(@) (U) Support USCYBERCOM J3 efforts to revise and maintain COOP
Plan IAW.DOD guidelines. -

(b) (U) Participate in COOP Working Group (CWG) meetings.

{c) (U) With or without notice, be prepared to (BPT) execute the
command COOP in order to be operational| B)T)(E) | or as

specified in each individual MEF, after disruption by any event across the

spectrum of| . oe) ‘_!Units geopraphically separated
from USCYBERCOM Headquarters LI will

independently execute COQP plans, as required, in response to events in their
respective geographic locations.

(d) (U) BPT maintain contact with all personnel not included in the
CQOOP for follow on orders and accountability. '

(e) {U) Conduct biennial reviews:

1. {U) This Plan and respective Annex’s, Appendixes, Tabs, and
Exhibits. :
- 2. (V) Coordinate or validate MOUs and/or MOAs with relocation

facility hosts. This includes internal coordination with J3 approval for use of a
distant relocation facility. '

D 1) Annually provide COOP traiﬁing to personnel, and within the first
- {D)(7He) ]neW_ employee’s arrival. Training will include (but not be limited to)

the following:

G
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1, {U) Emergency evacuation procedures.
2. (U} Directorate specific COOP responsibilities and actions.

3. (U) Recall procedures; update recall rosters as needed.

(g (V)| ~ 7)) | | (or more frequently, as required}, update and
maintain MEFs, '

(h) (U} Advise all MEF Personnel to dcve10p/ review/update family plans

and emergency data forms. Contmue to maintain / update MEF Personnel
Rosters as needed.

(i} (U) Participate in Exercise COOP events| mme @S directed in order
to. .

1. (U) Validate current COOP actions and procedures.

2. (U) Verify required IT and communications capability,
connectivity, accesses and collaboration tools at alternate locations.

_ 3. (U} Train and exercise personnel on COOP actions, procedures
and capabilities at the relocation sites.

(i} (U} Assign and maintain COOP POCs IAW the COOP Working Group
(CWG) Charter.

(k) (8) Test COOP| {b)(1} Sec 1.4{a) ~ |procedures.
(2) (U) USCYBERCOM Directorates.

(a)_(U). The USCYBERCOM Chief of Staff will: BPT stand-up the
(b)7)(e) '

(b} (U) Director USCYBERCOM J1 w;ll Provide required personnel
establish programs, and support the execution of this plan. Additional
information is provided in Annex E. :

(c) (U) Director USCYBERCOM J2 will: Provide CDRUSCYBERCOM and
the Joint Operations Center (JOC) with COOP planning related intelligence
situational awareness to include strategic and tactical indications and warning
of threats to continuous USCYBERCOM operations.

(d) (U} Director USCYBERCOM J3 will:

1. (U) Be (Office of Primary Responsmmhty (OPR) for the
USCYBERCOM COQOP program.
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2. {U) Maintain and update this plan as required.

3. (U) Provide all command personnel with an annual COOP -
awareness brleﬁng

4. (U) Ensure execution of J3 MEF’s during COOP execution as
described in ANNEX C.

() (U) Director USCYBERCOM J4 will:

1. (U) BPT Support the redeployment/movement of personnel to
and from distributive locations.

2. {U) BPT to initiate 24 hour operations as needed.
3. (U) Provide logistics support in accordance with Annex D.

() (U) Director USCYBERCOM J5 will: BPT execute appllcable parts of
the COOP.

{g) (U} Director USCYBERCOM Capabilities Development Group (CDG)
will: : ' :

1. (&) Develop and maintain a plan| {b)(1) Sec 1.4(z)
| (bY1) Sec 1.4(a) |

2. (U) BPT execute directorate COOP.

3. 8 Provide updates on| {b}{1) Sec 1.4(a)
| {0)(1) Sec 1.4(a) |survivability and redundancy.

(h) {U) Director USCYBERCOM J7 will:

1. (U} Ensure COOP events and activities are incorporated into
USCYBERCOM and other Combatant Command Tier 1 exercises and training
events.

(i) (U) Director USCYBERCOM J8 will:

1. (U} Coordinate with appropriate organization to ensure
emergency contracting and purchasing support.

2. (U} Identify deploying personnel to maintain COOP Government
Purchasing Card (GPC) capability.

3. (U) ldentify deploying personnel that can engage with
appropriate contract authority on behalf of USCYBERCOM.

11
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4. (U} Provide Headquarters contracting guidance and fund-site
information upon COOP activation. Subordinate Command funding will be
provided by their funding organization.

(3) (U} All USCYBERCOM Subordinate Commands, JFHQ-Cs, Service
Components, and Task Forces.

(a) {U) Develop and maintain COOP plaﬁs. Completed plans will be
provided to HQ USCYBERCOM J3| (b)(T)e) lof headquarters plan
approval dates and subsequent revision approval dates,

(b} {8} BPT accept the transfer of those HQ USCYBERCOM MEF's that

have been| (o)1) Sec 1.4(a) | to a Sub-unified, JFCC,
Component, or Task Force.-

(c) (8) BPT to provide operatlona.l facilities and support to ensure COOP
for HQ USCYBERCOM | {0){1) Sec 1.4(a) | as needed.

4.  (U) Administration and Logistics.
a. (U) Concept of Support. See Concept of Operations in Annex C.
b. (U) Logistics

(1) (U) No-Warning Relocation. This situation could occur when an attack
' or incident is imminent, in progress, or there is a contingency precludmg
continued use of the USCYBERCOM facilities.

(2} (U) With Warning Relocation. Decision to relocate may be contingent
on the same trigger event that drives an increase in tensions and Defense
Readiness Condition {DEFCON), Force Protection Condition (FPCON),
Information Operations Condition (INFOCON), Continuity of Government
Readiness Conditions (COGCON)], and/or Homeland Security National
Terrorism Advisory Systemn (NTAS) Alerts.

(3) {8) Personnel designated to relocate as part of this plan during a
COOP contingency| (b){1) Sec 1.4{a) _ ]
- - (B)(1) Sec 1.4(a) i
Personnel relocation may be conducted all at once or in phases as relocation
op’tions are implemented.

(4} (U) As relocation options are 1mplemented and movements directed by
senior leadership, the specific transportation requirements| (b}7)(e)
(B)TeY- |w1ll be forwarded by their directorate
to USCYBERCOM J4 for coordination. These requirements will be presented in
writing from the proper approval authority. Il an individual directorate is

12
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unable to contact J4, then that organization will coordinate their own
transportation | (B)(7)e) | -

(5) (U) Where possible, applicable memorandums of understanding and/or
agreements should attempt to have host facilities provide all logistics support
to implement this plan, to include housekeeping, facilities maintenance,
billeting (where applicable), messing facilities, local transportation, medical,
chemical warfare defense, security, services, and civil engineering support. J4
will coordinate an update to the Command Arrangement Agreement {CAA) with
USTRANSCOM to address short-notice transportation and other mission
support requirements.

(6) (U) Transportation plans are executable during duty and non-duty
hours, with or without warning. Emergency short-notice relocation of key.
personnel may be directed by the CORUSCYBERCOM at any time in order to
enhance survivability of key personnel.

¢c. (U) Personnel. Many annex’s and MEF documents establish essential
personnel and administrative functions designed to meet USCYBERCOM needs
in the event of a large-scale relocation or staff reconstitution.

d. (U] Public Affairs. The Office of Public Affairs (JO) is USCYBERCOM’S office
with primary responsibility for all Public Affairs (PA) actions that support
CDRUSCYBERCOM and will provide information and recommendations on
answers to the press on significant PA matters for COOP.

(1) (U) PA will work closely with the DOD, Joint Staff, and other agencies
to provide PA planning for continuation of operations; develop contingency
public statements and response to media gueries, with supporting questions
and answers, provide support for media briefings, establish a combined media
center or a Joint Information Bureau as required, and develop internal
information products and strategies to inform USCYBERCOM personnel and
family members of CoOP.

{2) (U) All queries received from the public, media organizations, or other
organizations involved in gathering and disseminating information will be
referred without comment to USCYBERCOM Public Affairs.

(3) (U} Command members shall not give information to the public even if
material is unclassified or cleared through security and policy review and
operational security channels unless the Commander, through PA, approves
the release. This process avoids the release of potentially sensitive mformatlon
or releases out of context, which could mislead the public.

e. (8} Medical. Medical support will be provided through local public First
Aid Station/Clinics located near alternate facilities. Personnel are highly
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encouraged to maintain a copy of their medical record, as access to the medical -
records on short notice may be difficult, Fly-away and MEF personnel will
gnsure they maintain an adequate quantity of prescription medicines on hand

| (bY{1) Sec 1.4(a) '

S. (U} Command and Control.

a. (U) Command,

(1) (U) Command Relationships. For planning purposes, it is assumed
that the current command organizational structure, including all command
relationships, will not change. Each annex or appendix will identify all
command arrangement agreements, Memorandums of Agreement (MOA) and
memorandums of understanding (MOUs) used and those that require
development. ‘

{a) 5} Additional Measure: [f relocating to a pre-planned location, the
- {b)(1) Sec 1.4{a) :
{B)(1) Sec 1.4(a) |different locations depending on the event.

(2} {U) Succession to Cormmmand. The order of succession, the individuals
responsible for assuming command will follow already established
USCYBERCOM regulations and procedures and guidance. For positions ether
than the Cornmander, date of rank or posmon within that organization will
determine who is in charge." :

{a) {U) Orders of succession. Organizations and agencies are
respon51ble for establishing, promulgating, and mamtammg orders of
succession to key positions. Such orders of succession are an essential part of
an agency’s COOP plan. Orders should be of sufficient depth te ensure the
agency’s ability to perform essential functions while remaining a viable part of
the Federal Government through any emergency.

{b) (U} Command, Control, Comrnumcatlons, and Computer (C4
Systems. C4 systems play a critical role in the accomplishment of COOP
act1v1tles In general, we can assume that there has been significant disruption
in C4 and that only basic C4 systems are [unctional," Each annex and
appendix will cover what spcc1ﬁc C4 requirements are needed to accomplish
their MEFs. .

b. (U} USCYBERCOM Support to Qther Federal COOP Plans, USCYBERCOM
could be required to provide support to other select government COOP plans
“during a COOP contingency. Support required by USCYBERCOM will be
addressed in separately staffed agreements.

c. (U) Coordinating Instructions.

14
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(1} (U} All tasked directorates and agencies will develop, coordinate, and
forward to J3 procedures in the form of Annexes to support the USCYBERCOM
COOQP within 90-120 days of publication approval. '

{2) (U} See ANNEXES for additional coordinating instructions and
responsibilities. ' -

'(3) (U} Universal Coordinated Time (ZULU} will be used.
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DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD Suite 6171
FORT GEORGE G. MEADE, MARYLAND 20755

SEP 18 2018

Mr. Malcolm Byrne

The National Security Archive
Gelman Library, Suite 701
2130 H. Street, N.W,
Washington D.C. 20037

Dear Mr. Byrune,

Thank you for your May 29, 2018 Freedom of Information Act request. U.S. Strategic
Command (USSTRATCOM) referred you request to U.S. Cyber Command (USCYBERCOM)
on May 31, 2018 for processing. After carefully reviewing the enclosed document, I have also
determined certain portions no longer meet the classification criteria of E.O. 13526, Section 1.4.
As such I have declassified those portions. However, there are portions I am withholding.

As the Initial Denial Authority, I am partially denying portions of the document, The denied
information is currently and properly classified in the interest of national defense or foreign
policy according to Executive Order 13526, Classified National Security Information, Section
1.4{a). I am also denying the release of certain UNCLASSIFIED portions as they meet the
standards for classification pursuant to Executive Order 13526, Section 1.7.(e). Specifically,
when these UNCLASSIFIED portions are combined, they reveal an additional association or
relationship that: 1) meets the standards for classification under Executive Order 13526; and 2)
are not otherwise revealed in the individual items of information. I am also denying access to the
names and associated individual identifying information of USCYBERCOM and
USSTRATCOM personnel. Lastly, I am denying access to certain unclassified information as
release could pose a risk of harm to either U.S. Government personnel and/or operations.

In accordance with 5 U.S.C. § 552, Freedom of Information Act, Exeniptions 1 and 3, are hereby
invoked, and require this information be withheld. The Exemption 3 Federal statute invoked is
10 U.S.C, § 130b, Personally ldentifying Information Regarding Personnel Assigned to an
Overseas, Sensitive, or Routinely Deployable Unit. USCYBERCOM was designated a sensitive
unit on 15 January 2015.

If you are not satisfied with this action, you may appeal this response to the appellate authority,
Ms. Joo Chung, Director of Oversight and Compliance, Office of the Secretary of Defense. The
appellate address is: ODCMO, Director of Oversight and Compliance, 4800 Mark Center Drive
ATTN: DPCLTD, FOIA Appeals, Mailbox #24, Alexandria VA 22350-1700. As an alternative,
you may use the OSD FOIA request portal at http:/pal.whs.mil/palMain.aspx; or e-mail your
appeal to OSD.FOIA-APPEAL@mail.mil. Your appeal should be submitted within 90 calendar




déys of this letter and cite case number 18-R006, and be clearly marked “Freedom of
Information Act Appeal,”

Additionally, you may contact the Office of Government Information Services (OGIS) at the
National Archives and Records Administration to inquire about the FOIA mediation services
they offer. The contact information for OGIS is as follows: Office of Government Information
Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College
Park, Maryland 20740-6001, e-mail at ogis@nara.gov; telephone at (202} 741-5770; toll free at
1-977-684-6448; or facsimile at (202) 741-5769.

Sincerely,

Gord Wi

ROSS A. MYERS
Rear Admiral, U.S Navy
Chief of Staff
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The National Security Archive | |
The George Washington Univarsity ’ Phone: 202/594-7000

Gelman Library, Sulte 701 _ a Fax: 202/594-7005
2130 H Strest, NW. . ~ ' nsarchiv@gwitedu
© Washingtan, D.C. 20037, ' o www.nsarchiva.org

_ Tuesday, May 29, 2018

Offics of Freédom of Information
1155 Deferise Pentagon
Washington, IXC 203011155

Re: Requiest under the FOIA, In reply refer to Archive#  20480515DODO7Z

Dear Information Officer : _

Pursuant to the Freedom of Iiformation Act (FOIA), I hereby request the following;

In connectlon with the recent (May 17, 2018} announcement that atl 133 of UL, Cybe;ﬁyg‘ mmand's

Cyber Mission Foree teams have aahlsved’ Full Qgorational ngab:h:y (FOC), ﬁncq@p s ;,ggna pdes s
@Spéﬁiﬂlfﬂfinﬁdt’marm:mmr pequirgmionts:y that inustbEHEF I FRaEH EOGS T

I you regard any of these documents ag potentially exempt from the FOIA' discEbsure raquirementb.'(
request that you nonethieless exerolse your disererion to disclose them. As the ROFA requires, please
relesse all reasonably segregable non exempt portions of docunients. To perniit me to reach an intelligent
and inforimed decision whethex or ntot to filé an udministrative appeal of sny denied material, please

. describe any w:thhe.ld records (or portions thereof) end explam the basis for youg exemption claiins.

As a representative of the news media, the National Security Archive gualifies for “reprasantaﬂve of the
news media” status wnder 5 U.S,C. Sec. 552(2)(4)(A)(iH){H) and, therefore, may not be charged search
and review feek. (See National Security Archive v. U.S. Department of Defense, 880 F.2d 1381 (D.C.
Cir, 1989), cer!denled, 1105 Ct. 1478 (1990)). This request ig made as part of a scholarly and news
research firoject that §s intended for publication &nd is not for commercial vse. Fordetailsonthe
Archwe‘s research and extensive publication nctw:t:es plense yee qur webnite ut www.naarchwe .OIE,

To expedite the release of the requested documents, ples.se disolose them on an interim basis as they
becoma avaltable to you, withaut waiting until sl the documerits have beén procesdsed, Pleure notify me
hafore incwrring any photocopying costs over $100. If you have any questions regarding the identity of
the records, their locarion, the scope of the request or any other marters, please ¢all me at(202) 994-7000
or emiaj] we at foiumail@gwu.edu, T look forward to receiving yuur response within the twenty day
statutory tirite perod.

M Indapendent nun-mmml t:saamh Instioute and llbrary ocated at e Georpe Washingtan Univarsny, tha Archiva el
pubi’l;mhs documems ehtgined thrgugh the Fn?ednm of lnmmauuﬁa. puliiicAtian runl'm' e B dedystibie
contribulions ﬂ'lm.rgh‘mo National Seeurily Archive Fund, Ine undemite the Archive’s Budget.



DTG 1716572 AUG 15
FROM: USCYBERCOM FT GEORGE G MEADE MD

TO: COMFLTCYBERCOM FT GEORGE G MEADE MD
COMNAVIDFOR SUFFOLK VA
NAVNETWARCOM SUFFOLK VA
NAVCYBERDEFOPSCOM SUFFOLK VA
CDRUSACYBER FT BELVOIR VA

CDRUSACYBER G3 FT BELVOIR VA
CDRUSACYBER G33 FT BELVOIR VA

ARMY FORCES CYBER CMD PETERSON AFB CO
ARMY GNOSC FT BELVOIR VA
MARFORCYBERCOM FT MEADE MD

MCNOSC QUANTICO VA

24AF LACKLAND AFB TX

DiSA FT GEORGE G MEADE MD

DIRNSA FT GEORGE G MEADE MD

NSA FT GEORGE G MEADE MD

NSACSS FT GECRGE G MEADE MD

JFHQ DODIN FT GEORGE G MEADE MD
USCYBERCOM CNMF FT GEORGE G MEADE MD

INFO: CDR USSTRATCOM OFFUTT AFB NE

HQ USSTRATCOM OFFUTT AFB NE

USSTRATCOM COMMAND CENTER OFFUTT AFB NE
NCR STRATCOM OFFUTT AFB NE

USCYBERCOM FT GEORGE G MEADE MD

SECREFARELTE-USAFYEY:-

SUBJECT: (U) USCYBERCOM TASKORD 15-0124 ESTABLISHMENT AND PRESENTATION OF CYBER MISSION
FORCE {CMF} TEAMS IN FISCAL YEAR {FY) 2015 AND FY 2016

MSGID/ORDER/USCYBERCOM/15-0124 /ESTABLISHMENT AND PRESENTATION OF CYBER MISSION
FORCE {CMF) TEAMS IN FISCAL YEAR (FY} 2015 AND FY 2016 /TASKORD/(S//REL TO USA, FVEY}//

REF/A/DOC/(U//F848) DMAG DECISION-COA1B FULL GROWTH (S//REL TO USA,
FVEY)/DMAG/11DEC2012/-//

REF/B/DOC/(U/AE48} CYBER FORCE CONCEPT OF OPERATIONS & EMPLOYMENT {CFCOE) (S//REL TO
USA, FVEY)/USCYBERCOM/22JUL2014/V .4.1//

REF/C/EXORD/{U/AeUE) CICS EXECUTE ORDER TO IMPLEMENT CYBERSPACE OPERATIONS COMMAND
AND CONTROL (C2) FRAMEWORK (S//REL TO USA, FVEY)/ CJCS/212105ZIUN13/-//

REF/D/TASKORD/{U//E1&) ESTABLISHMENT AND PRESENTATION OF CYBER MISSION FORCE (CMF)
TEAMS IN FISCAL YEAR (FY} 2013 (S//REL TO USA, FVEY)/USCYBERCOM/0B0852ZMAR13/13-0244//

SECREFLRELTO-USATVEY



REF/E/FRAGORD/(U/HEH0O) FRAGORD 01 TO TASKORD 13-0244 ESTABLISHMENT AND PRESENTATION
OF CYBER MISSION FORCE (CMF) TEAMS IN FISCAL YEAR {FY} 2013 (S//REL TO USA,
FVEY)/USCYBERCOM/132004ZMAY13 /13-0244/

REF/F/DOC/{U/ 636 DCDR MEMORANDUM FOR SERVICE CYBER COMPONENT COMMANDERS
ESTABLISHING INITIAL OPERATIONAL CAPABILITY ({0C) DESIGNATION OF JOINT FORCE HEADQUARTERS
~ CYBER (JFHQ-C) {U//FOUO)/USCYBERCOM/30SEP13/-//

REF/G/DOC/{U/AFEHS) CRYPTOLOGIC INTELLIGENCE OVERSIGHT IMPLEMENTATION PLAN (S//REL TO
USA, FVEY)/USCYBERCOM/13JUN13/-//

REF/H/DOC/(U/AEeH6) CYBER COMPONENTS COMMANDER CONFERENCE {TS//REL TO USA,
FVEY)/USCYBERCOM/220CT13/-//

REF/I/TASKORD/{U/HG46) ESTABLISHMENT AND PRESENTATION OF CYBER MISSION FORCE {CMF)
TEAMS IN FISCAL YEAR (FY) 2014 (S//REL TQO USA,FVEY)/USCYBERCOM /110044Z0QCT13/13-0747//

REF/J/DOC/(U//F€48) MEMORANDUM FOR J3, UNITED STATES CYBER COMMAND, REGARDING FINAL
LOCATION] (o)1) Sec 1.7(e) |AT NSA-WASHINGTON (NSAW) (U//FOUO)/UNITED
STATES ARMY CYBER COMMAND/OGFEB2014/-//

REF/K/DOC/{U//F€5€) DEPUTY COMMANDER FLEET CYBER COMMAND EMAIL TO USCYBERCOM J3,
SUBSECT: (U) MODIFICATION TO THE CYBER FORCES PLANNING MODEL; GO/FO COORD
{U//FOUO)/USCYBERCOM//OSFEB2014/-//

REF/L/DOC/(U/#BYE] IFHQ-C CERTIFICATION SLIDE PRESENTATION/USCYBERCOM/ (TS//REL TO USA,
FVEY)/USCYBERCOM/030CT2013/-//

REF/M/FRAGORD/(U//HOYE) FRAGORD 06 TO TASKORD 13-0747 ESTABLISHMENT AND PRESENTATION
OF CYBER MISSION FORCE (CMF) TEAMS IN FISCAL YEAR {FY) 2014/(S//REL TO USA,
FVEY}/USCYBERCOM/092250ZMAR15/13-0747//

REF/N/FRAGORD/(U//FEHO) FRAGORD 05 TO TASKORD 13-0747 ESTABLISHMENT AND PRESENTATION
OF CYBER MISSION FORCE (CMF) TEAMS IN FISCAL YEAR {FY) 2014/(S//REL TO USA,
FVEY)/USCYBERCOM/2500332JUN14/13-0747//

REF/O/FRAGORD/(U//FEHO) FRAGORD 04 TO TASKORD 13-0747 ESTABLISHMENT AND PRESENTATION
OF CYBER MIS5ION FORCE (CMF) TEAMS IN FISCAL YEAR (FY} 2014/{S//REL TO USA,
FVEY)/USCYBERCOM/050103ZJUN14/13-0747//

REF/P/FRAGORD/{U//f565) FRAGORD 03 TO TASKORD 13-0747 ESTABLISHMENT AND PRESENTATION,
OF CYBER MISSION FORCE (CMF) TEAMS IN FISCAL YEAR (FY) 2014/(S//REL TO USA,
FVEY)/USCYBERCOM/3103292ZMAY14/13-0747//

REF/Q/FRAGORD/(U/ HOH6) FRAGORD 02 TO TASKORD 13-0747 ESTABLISHMENT AND PRESENTATION

OF CYBER MISSION FORCE (CMF} TEAMS IN FISCAL YEAR (FY) 2014/(S//REL TO USA,
FVEY)/USCYBERCOM/291429ZJAN14/13-0747//
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~SECRET/REETEUSATVEY-

REF/R/FRAGORD/(U/AOHS) FRAGORD 01 TO TASKORD 13-0747 ESTABLISHMENT AND PRESENTATION
OF CYBER MISSION FORCE (CMF) TEAMS IN FISCAL YEAR (FY} 2014/{S//REL TO USA,
FVEY)/USCYBERCOM/31100920CT13/13-0747//

REF/S/TASKORD/{U//FEHE) ESTABLISHMENT AND PRESENTATION OF CYBER MISSION FORCE (CMF}
TEAMS IN FISCAL YEAR (FY) 2014/(S//REL TO USA, FVEY)/USCYBERCOM/ 110044Z0CT13/13-0747//

REF/T/DOC/{U/{848) USSTRATCOM READINESS REPORTING AND ASSESSMENTS
(UNCLASSIFIED)/USSTRATCOM/19 MARCH 2012/-//

REF/U/EXORD/(U//FU8) MOD 1 TO CJCS EXECUTE ORDER TO IMPLEMENT CYBERSPACE OPERATIONS
COMMAND AND CONTROL {C2} FRAMEWORK {S//REL TO USA, FVEY}/CJCS/2121052JUN13/-//

REF/V/DOC/{U/HEHE) CYBER MISSION FORCE {CMF) TEAM FULL OPERATIONAL CAPABILITY (FOC)
APPROVAL AND CERTIFICATION PROCESS {U//FOUQ}/ USCYBERCOM/ 09 APRIL 2015/-//

REF/W/TASKORD/(U//F628) USCYBERCOM OPERATIONAL PROCESSES {U//FOUO)/
USCYBERCOM/131033ZMAR14/14-0061// '

REF/X/DOC/(U//F648) ENCLOSURE 1 TO TASKORD 15-0124 (S//REL USA, FVEY)/ USCYBERCOM/-/-//
REF/Y/DOC/({U/EH6} ENCLOSURE 2 TO TASKORD 15-0124 (S//REL USA, FVEY)/ USCYBERCOM/-/-//
REF/Z/DOC/{U//FO56} ENCLOSURE 3 TO TASKORD 15-G124 (S//REL USA, FVEY)/ USCYBERCOM/-/-/f
ORDTYPE/TASKORD/USCYBERCOM//

TIMEZONE/2//

NARR/ {U//A64&) THIS ORDER TASKS SERVICE CYBER COMPONENTS TO EXECUTE BUILDING THE CMF
TEAMS WITHIN FY15 AND FY16.//

GENTEXT/SITUATION/1.

LA, {S//RECTOUSAFVEY) USCYBERCOM plans, coordinates, integrates, synchronizes and conducts
activities to: direct the operations and defense of specified Department Of Defense Information
Networks (DODIN) and; prepare to, and when directed, conduct full spectrum military Cyberspace
Operations (CO) in order to (IOT) enabile actions in all domains, ensiire US/Allied freedom of action in
cyberspace and deny the same to our adversaries. USCYBERCOM accomplishes this mission through 1)
Deter or defeat strategic threats to US interests and infrastructure; 2} Ensure DOD mission assurance;
and 3} Achieve Joint Force Commander objectives misslon areas, The Chalrman of the Joint Chiefs of

Staff has validated| (b)(1) Sec 1.4()
{ (b)(1) Sec 1.4{a)
| (b}(1) Sec 1.4(a) |The Joint Staff, Armed Services, and USCYBERCOM and its components are

working to establishinyi) sec 1.4(ajrapidly in accordance with {IAW) the Deputy Management Action
Group (DMAG} approyad) sec iplan, ref A, 10T mitigate operational risk.

1.B. (U) GENERAL.



1.B.1. {54 REL-TFO-USAFYEY) USCYBERCOM continues to work with the Services, Combatant Commands
(CCMDs), the National Security Agency/Central Security Service {NSA/CSS), Service Cyber Components
(SCC), The Defense Information Systems Agency {DISA), Joint Force Headquarters-Cyber (JFHQ-C), Cyber
National Mission Force Headquarters (CNMF-HQ), and Joint Forces Headguarters DODIN {JFHQ-DODIN)
to coordinate (6)(1) Sec 1.4(a) In support of (ISO) operational priorities. This TASKORD is
subject to modification at the discretion of the Commander, USCYBERCOM (CDRUSCYBERCOM).

1.B.2. (U/fFE64€) ADVERSARY FORCES. Worldwide threats, ranging from criminal elements to Non-State
and Nation-State Actors seek persistent access to Department Of Defense (DOD) information systems
and United States Critical Infrastructure and Key Resources {CIKR) for, diplomatic, informational,
military, and economic advantage. Adversaries have the capability to remotely penetrate access-
controfled U.S. information systems and networks, and they actively conduct cyberspace Intelligence,
Surveillance, and Reconnaissance (ISR} actians ISO their interests. A few nations possess advanced
capabilities for insider or close-access cyberspace operations {CO), as well as operations targeting supply
chains and industrial control systems. :

1.C, {U) FRIENDLY FORCES.

1.C.1. (U//FBY6) Departments of the Army, Navy, Marine Corps, and Air Force support building of FY15
and FY16 CMF teams and allocating resources, through support agreements if necessary, to ensure
teams are organized, trained, equipped, and employed to meet Initial Operational Capability (10C}
requirements. Commanders are expected to man the formations| (B)(1) Sec 1.7(e) hnd to
take maximum advantage of available training resources.

1.C.2, (U/FOY8) Geographical and functional CCMD support efforts to assign missions, identify critical
assets and develop targets and Cyber Key Terrain. As required, CCMDs coordinate with USCYBERCOM,
NSA or supporting JFHQ-C or JFHQ-DOD!N accordingly.

1.C.3. (U) ADJACENT.

1C3A. {U/fFabs) (B)(1) Sec 1.7(e)

on CMF teams at an appropriate time and provides additional direct support personnel, infrastructure,
mission support, and mission alignment support for CMF teams.

1.C.4. {U/HBY6) SUBORDINATE.

1.C.4.A. {U/Aeu8) SCCs providing units to build FY15 and FY16 teams with Operational Readiness
reported by CNMF-HQ, JFHQ-Cs, and JFHQ-DODIN 15O the tasks and mission objectives outlined in this
TASKORD.

1.C.4.B. (5//RELTE-USATYEY) Cyber National Mission Forces {CNMF) teams are operationally aligned
under the CNMF-HQ and conduct CO; (b)(1) Sec 1.4(a)
3 (b)(1) Sec 1.4(2) |

1.C.4.C. (U//FEY8) Cyber Combat Mission Force (CCMF). CCMF teams are operationally alignéd under
JFHQ-C. SCCs established the four JFHQ-C to provide support to the CCMDs, USCYBERCOM continues to

SEERET/RELTOUSA FYE-



support CCMDS with cyber planning via the Cyber Suppart Elements (CSE) and liaison officers and in
Coordination With (ICw) their respective JFHQ-C, CSE/LNO, and CCMF support designed CCMD plans.
1.C.4.D. (SHREEFE-ESAFVYEY Cyber Protection Force {CPF}. The CPF supports the second mission area
— secure, operate, and defend the DODIN, The CPF are organized into four types of CPTs (CCMD,
National, Service, DODIN} that are operationally aligned with a CCMD, CNMF-HQ, SCC or IFHQ-DODIN.
Each CPT is comprised of five squads: Mission Protection, Discovery and Counter Infiltration, Cyber
Threat Emulation, Cyber Readiness, and Cyber Support. When required and authorlzed m

(b)(1) Sec 1.4(a) |

GENTEXT/MISSION/2. (U/ 048} USCYBERCOM coordinates Cyber Mission Force (CMF) generation |OT
organize, train, equip, and employ FY15 and FY16 CMF teams I1SO USCYBERCOM mission areas; 1) Deter
or defeat strategic threats to US interests and infrastructure; 2} Ensure DOD mission assurance; and 3)
Achieve Joint Force Commander objectives.//

GENTEXT/EXECUTION/3.

3.A. {U) CONCEPT OF OPERATIONS,

3.A.1. {U) COMMANDER'S INTENT,

3.A.1.A. {5/RFETO-USAYEY) PURPOSE. To provide an established, capable CMF as expeditiously as

possible to conduct full-spectrum cyberspace operations in all three mission areas against increasing
threats to our nation’s critical infrastructure and DoD networks. The CMF will be] (b){1) Sec 1.4(a) |

()(1) Sec 1.4(a) |

to, offensive and defensive cyberspace operations.

3.A.1.B. (SAREEFO-HSAFYEY) METHOD. Continued expansion of operational capability in FY15 and
FY16 in order to build a combat-ready CMF, positioned in the best focations for mission success and with
a Command and Control {C2) structure in piace to successfully direct operations. To accomplish this, 34
CMF teams in FY15 and 28 CMF teams in FY16 will be built. Throughout this build process, SCC
commanders creatively and aggressively establish the maximum operational capabilityby1) Sec 1.4(a

{D)(1) Sec 1.4(a}

(b}(1) Sec 1.4(a} Ithe end-state force model will be kept in mind

and incrementally used to annually increase our forces until completion. SCCs will conduct continucus
and close coordination with their service headqua rters and all USCYBERCOM directorates throughout
the build process.

3.A.1.C. {U/AFEHE) END STATE. 34 FY15 and 28 FY16 CMF teams are organized, trained, and equipped
for employment 150 USCYBERCOM mission areas: 1) Deter or defeat strategic threats to US interests and
infrastructure; 2) Ensure DOD mission assurance; and 3) Achieve Joint Force Commander objectives.

3.A.2. (U) KEY TASKS.

3.A.2.A, [U/F848) SCCs work with USCYBERCOM and their service headquarters to accomplish the
following:



3.A.2.A.1. (U//FOE6) By 30 September 2015, the objective is to organize, train, and equip 34 CMF teams
assigned for FY15 to 10C.
3.A.2.A.2. (U//FBYE) By 30 September 2016, the objective is to organize, train, and equip 28 CMF teams
assigned for FY16 to i0OC,

3.A.2.A.3, (U//FEUB) NLT 15 days from release date of this TASKORD, provide the i0C and FOC
projection dates for all FY15 and FY16 teams and FOC projection dates for all FY13 and FY14 teams that
have not been declared FOC. Provide projections to CMF coordination element Points of Contact {POC)
listed in section 5.D.1.

3.8. {U) TASKS.

3.B.1. {U) USCYBERCOM DIRECTORATES.

3.B.1.A. (U} J2.

3. B.1.A.1. (U//FOUG) ICW USCYBERCOM/J3 and the CNMF-HQ determine through mission analysis a
prioritized list of operational targets for alignment to CNMF teams.

3.8.1.A.2. {U//FEYO) Build out the CMF IAW the established] {b)(1) Sec 1.7(2) |
. (b)(1) Sec 1.7(e) |
{ (h){1} Sec 1.7(e) |Cyber Mission Forces that require | ©)(1) Sec 1.7¢e) {MOAs are

currently signed and in effect for the CNMF, CCMF and the CPF.
3.B.1.B. {U) J3.

3.B.1.B.1. {(U/A04UE) Track I0C and FOC team build progress for ail CMF teams through FY16, to include
personnel, training, space {facilities and workspaces), and mission. (POC: 1338,
DL_USCC_J338@NSA.IC.GOV)

3.C.1.B.2. (U//FOYO) Coordinate with J6 for threshold and objective CEE requirements NLT 01 October
2015.

3.B.1.B.3. (UASUEY Assess the ability of CMF to satisfy operational contingency plan requirements.
3.B.1.C. (U//FBU6Y J4. ICW CCMD/14, NSA/CSS Installation and Logistics Directorate, SCCs, and DISA

determine solutions for facilities and seating for CMF teams and JFHQ-C Staff that] )(1) Sec 1.7()__ |
l (b}(1) Sec 1.7¢e) |30 September 2015. {Pod (b}(3) _ f@nsa.ic.gov)

3.8.1.D. (U} IS.

3.B.1.D.1. {U/SHB) Provide cyberspace operations strategy, policy, and doctrinal guidance ISO the CMF
build.

3.8.1.D.1.A. (U/FEUS) Work ICW higher headquarters to prioritize change-recommendations and
advocate policy modifications required to improve CMF capabilities.



3.B.1.D.2. (UAFSHE) Conduct deliberate planning 150 HHQ and other GCC planning efforts that provide
strategic guidance and an operational framework for the CMF IOT achieve US military objectives in and
through cyberspace.

3.8.1.D.3. {UFSHE) Work ICW USCYBERCOM J3, HQ-CNMF, and IFHQ-Cs, and JFHQ-DODIN 10T develop
command policies that provide direction and guidance for reoccurring operational support and
sustainment activities and ensure proper alignment with DoD cyberspace policy framework.

3.B.1.0.4. (U/FBH9) Provide partnership guidance to inform CMF capabitities development 1AW
contingency plan priorities.

3.B.1.D.4.A. {U/FeH&) Work ICW NSA/CSS corporate policy stakeholders 10T develop command policies
and deconflict any CMF issues that have an adverse impact an NSA/CSS equities.

3.B.1.E. (U} 6.
3.B.1.E. 1. (5HREETFEUSAFYEY) ICW J4,] )(1) Sec 1.4(a) !
(b){(1} Sec 1.4{a) i
{b){1) Sec 1.4d¢termine combat support requirements to suppert mission objectives| (b)(1) Sec 1.4(a)

l (®)(1) Sec 1.4(a) |

3.B.1.E.2. (U/AEHE] ICW J3, and NLT 30 September 2015, identify, plan/design and implement future
combat support solutions to allow for full-spectrum CG for CMF teams and JFHQ-C.,

3.B.1.E.3. (U//FBUB] ICW SCCs develop requirements that entail]l  (h)(1) Sec 1.7¢e) _ |implementation.

3.B.1.F, {U/FEUOY J7. ICW NSA/CSS, SCCs, JFHQ-DODIN, CNMF-HQ, and DISA determine solutions for
trainingf{e)(1) Sec 1.7¢e)]FY1S and FY16 teams. As part of this effort, develop and promulgate a formal
process that enables SCCs to anticipate training schedules and seat availability 10T inform CMF team
build {POJ (b)(3) i@nsa.ic.gov).

3.B.2.-SERVICE CYBER COMPONENTS. Execute team build as outlined in Enclosure 1 to this order.
3.B.2.E. {U} REQUEST FOR SUPPCORT.
3.B.2.E.1. (U} NATIONAL SECURITY AGENCY {NSA) / CENTRAL SECURITY SERVICE {CSS).

3,B.2.E.1.A. (U//FOU0O]) Request NSA/CSS continue planning to support CMF build-out to include
delegation of SIGINT mission authority to appropriate CMF elements IAW ref C.

3.B.2.E.1.B. {U//F8Y0) Reguest NSA/CSS coordinate with USCYBERCOM J4 to determine solutions for

facilities and seating for CMF teams and JFHQ-C staff planned to[ (b){1) Sec 1.7(e}
(6)(]) Sec 1JABT 30 September 2015 (POC| (0)(3) [®nsa.ic.gov)

3.B.2.E.1.C. (U/#FBYU8H Request NSA/CSS coordinate with USCYBERCOM J6 to determine interim and
long term solutions for Information technologyft) sec 1.7]dor CMF teams planned to[_tby(1) Sec 1.7e)_|
I (0)(1) See 1.7(¢) ks appropriate. Interim solutions, to inciude insight regarding
I {b)(1) Sec 1.7(e) |p|ans for National CPTS, due NLT 01 September 2015, Long term
solutions due NLT 30 September 2015.
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3.B.2.E.2. (U} DEFENSE INFORMATION SYSTEMS AGENCY (DISA},
3.B.2.£.2.A. {U//FOU6) Conduct analysis to determine infrastructure and workspace requirements
necessary to support DODIN CPTs.

3.B.2,E.2.B. (U/ 2D Request DISA assign workspace to meet CPT requirements. Additionally, develop
MOAs and support agreements with the SCCs to cover the cost of CPT employment (e.g., stationing CPTs
at Enterprise Operation Centers reduces TDY costs.)

3.C. (U) COORDINATING INSTRUCTIONS.

3.C.1. (V) DIRLAUTH for SCCs, CNMF HQ; JFHQ-C, JFHQ-DODIN, and DiSA with supported commands to
coordinate the location and positioning of CMF teams for planning purposes.

3.C.1.A. {U//re) Coordinate with supported CCMDs to determine CMT mission alignment and
optimal location of CCMD CPTS. :

3.C.1.B. (U//FEYB) Assist USCYBERCOM J3/14/16/18/)9 with coordination atI {b)(1) Sec 1.7(e)
centers to determine facility, workspace and combat mission support requirements for each team;
conduct analysis of available resources and identify gaps to USCYBERCOM J4 NLT 30 September 2015.

3.C.1.C. {5//RECTE-USAFYEY Identify Special Technical Operations (STO) and Special Access Programs
(SAPs) requirements and| (b)(1) Sec 1.4(a)

3.C.1.C.1. (SHRECTO-USAFVEY) Conduct analysis to determine potential manning issues and provide

proposed STO billet structures for all respective teams to! (b}{1} Sec 1.4(a)
(b)(1} Sec 1.4(a) |
(6Y(1) Sec 1.4(a) |costs associated

with the increase in manning, and costs associated with increased infrastructure requirements.

3.C,1.C.2, {U//F6HO) As necessary, and when critical to mission accomplishment, identifyl (b)(1) Sec 1.7(e) |

(b)1) Sec 1.7¢e) [the CMF teams to USCYBERCOM 139. This should include[ (o)1) Sec 1.7¢e) |

security paperwork necessary to enable support from the USCYBERCOMI {B)(1) Sec 1.7(e)

(b){1) Sec 1.7¢e) ‘ (poc| B)3) [@nsa.ic.gov)

3.C.1.D. (U/AFBYDB) Provide feedback on plans, policy, doctrinal, and partnership issues to USCYBERCOM
15,

3.C.1.E. (U//FOUBO) TEAM READINESS REPORTING REQUIREMENTS . 5CC designated POCs or Team Leads
provide information on each team member and update on team mission alignment, approved mission
essential tasks, |OC/FOC build status, and readiness assessment data (personnel, training, and space) to
USCYBERCOM by close of businéss each Wednesday. Maintain reports on the USCYBERCOM CMF
SIPRNET Intelink SharePoint portal (aka: Battle Roster):
{http://intelshare.intelink.sgov.gov/sites/uscybercom/nmf/cmf/sitepages/home.aspx). Full details of
this requirement are outlined in Enclosure 2, to this order. :

3.C.1.F. (U//FEHE) Identify individual training requirements for team members and prospective team
members to USCYBERCOM J7. After training requirements have been identified and validated at the

SECRETHRE-TFE-H5A-FYE-



quarterly USCYBERCOM J7 CMF training summits, they may be submitted as follows: for National
Cryptologic School {NCS) courses, submit training requirements via the NSA/CSS ADET portal. Far non-
NCS courses, submit training requirements via email to: cmf_non_ncs@nsa.ic.gov. Training plans and
standards are provided in ref B.

3.C.1.G. {U/AFeYB) Utilize the Individual Training Equivalency Board {ITEB) to request relief from the
approved CMF training pipeline for individuals with an appropriate level of prior training, education, and
experience, The ITEB consists of a panel of subject matter experts in the CMF work roles that consider
ITEB packets submitted by the SCCs to make an equivalency determination. CMF team leaders submit
ITEB packets requesting course exemption through their 5CC leadership to USCYBERCOM J7 at
cmf_tng_equiv@nsa.ic.gov.

3.C.1L.H. {U/HOH8] ICW service training institutions, utilize the CMF course equivalency process to
determine what service training solutions could provide an alternative to training identified on the CMF
training pipeline. Individuals completing the approved service courses would then be excused from the
equivalent course in the CMF training pipeline. Services request course equivalency through
coordination with USCYBERCOM J7.

3.C.1.1. (U/AFeH8) Complete the build of the CMF FY13 and FY14 teams tasked in ref D thru S
respectively.

3.C.1.J. {U/ e8] Build CMF teams as tasked in paragraphs 3.C.2 through 3.C.5 and transfer C2 of those
teams to respective operational headquarters (i.e., CNMF HQ, IFHQ-C, JFHQ-DODIN, CCMD, SCC
commands) 1AW conditions stated in ref E and the following guidance.

3.C.1.1.1. {U//FOY0) The SCC officially informs gaining operational HQ that CMF team is prepared to
enter mission alignment and mission delegation processes. It is the responsibility of the gaining HQ to
manage each process through completion.

3.C.1.].2. (U/ e8] JFHO-C assume Operational Controf (OPCON} of CMTs and CSTs IAW ref E.
3.C.1.).3. (U//FBUB) IFHQ-DODIN assume OPCON of DODIN CPTS (D-CPT).

3.C.1.).4. {U/fFede) CNMF-HQ assumes OPCON of NMTs, NSTs, N-CPTs IAW ref E.

3.C.1.1.5. (U/fFeH8) CCMDs assume OPCON of CCMD CPTs (C-CPT} AW ref E.

3.C.1.1.6. {U/fF8Y83 SCC Commands assume OPCON of Service CPTs (5-CPT} IAW ref €.

3.C.1.K (5RECTEBSATYEY) To meet CMF team I0C criteria, the SCCis authorized to determine
individual qualifications to fill a given work role. This determination should be based upon the individual,
established standards, and the commander’s operational risk assessment. SCC will coordinate with CDR
CNMF-HQ for teams OPCON to CNMF, CDR JFHQ-C for teams OPCON to IFHQ-C, and JFHQ-DODIN for
teams OPCON to JFHQ-DODIN. Individuals deemed qualified must possess the requisite knowledge,
skills, and abilities {KSA) to execute assigned tasks to standard, Additionally, far positions that require

{0)Y{1) Sec 1.4(a}

(b}(1) Sec 1.4(a) |certification processes will be used.
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3.C.1.L. (SHREETEUSATYEY The CMF emp!oys1 {b}(1) Sec 1.4(a) ]developers within the CSTs and NSTs.
CSTs employ| ()(1) Sec 1.4(a) ]per team and NSTs emplm}' (b)(1) Sec 1.4(a) [per team. All developers will

be pooled]  (b)(1) Sec 1.4(@) | Any changes to the current plan for pooling developers| (1) Sec 1.4(a)
(1) sec 1.4(will be addressed via a FRAGO to this TASKORD. USCYBERCOM J7 is in the process of

developing a capability developer training pipeline with an expected approval date NLT 01 October
2015. USCYBERCOM 9 is in the process of developing a capability developer implementation plan with
expected approval date NLT 01 October 2015. (POCs| (b)(3) }@nsa.tc.gov/ (bX3)

| {1)(3) @nsa.ic.gov). NST capability developers will be located at NSAW and NSAT.

3.C.1.M. (U//FBH6) CMF teams established by one SCC and allocated to another HQ {e.g., FLTCYBER
establishes the(1) Sec 1.7and it is apportioned to JFHQ-C ARCYBER) are to be transferred as follows:

3.C.1.M.1, (U/AFBH8) PRESENTATION OF FORCES. Upon meeting 10C critefia, the establishing SCC
coordinates with the gaining force HQ. With approval from the gaining force HQ, the SCC will declare
10C of that team and the gaining force HQ assumes OPCON.

3.C.1.M.2. (U/6dS) REPORTING OF FORCES. SCCs méintai_n repo'rting responsibility over teams tasked
via ref D and ref 1 until they are transferred to the gaining force HQ,

3.C.2. (U/f£040) 5CCs are authorized DIRLAUTH with supported commands to coordinate the location
and positioning of CPTs for planning purposes.

3.C.3. (U/fFOHE) 5CCs are authorized DIRLAUTH with NSA/CSS ADET for coordination of NSA-provided
training, SCCs are required to keep USCYBERCOM 7 informed 1AW 3.D.1.E

3.C.4. {U//FeY8) SCCs coordinate CEE and information technology requirements through the
USCYBERCOM Capability Requirements Investment Board {CRIB), Cyber Operational Capability Board
(COCB), and Enterprise Engineering Review Board (EERB) processes.

3.C.5. (U/AF0UB) All responses and change requests regarding this order, including inability to reach
IOC/FOC, should be sent via message format with supporting documentation to CMF coordination
element POCs listed in section 5.C.1. : '

3.C.6. (U//FOHD) CDRUSCYBERCOM is the approval authority for any changes to the assigned number of
teams, types of teams, mission, or location.

3.C.7. ISAHREEUSAYEY The DMAG decision, CDRUSCYBERCOM intent, NSA/CSS resource planning, and
current C2 assumptions are based upon NMTs, CMTs, associated NSTs, CSTs, and National Mission CPTs
{b)(1) Sec 1.4(a) ' J

I

IAW miission requirements. Non-national CPTs[ B)(1) Sec 1.4(a) lupon

CDRUSCYBERCOM/DIRNSA’S approval at service’s expense and conditions based on space availability,

furthermore, CORUSCYBERCOM has approved] (b)1) Sec 1.4(a) |
(o)1) Sec 14(a)

3.C.8. (U/#818) 5CCs organize and employ CMF teams as units IAW ref B.



3.C.9. (SAREETE-YSA-FYEY). 5CC personnel currently in trainind (b){1) Sec 1.4(a)
{b){1) Sec 1.4(a)
{b)(1) Sec 1.4(a) |
| (1) Sec 1.4(a) _[This does not apply to narmal sérvice rotations [AW service administrative control
{ADCON}) of personnel.

3.C.10. (U/AEYS) 1AW USCYBERCOM Command Policy Memorandum 2013-01 and the Memorandum
Of Understanding (MOU) between NSA/CSS and USSTRATCOM regarding support to USCYBERCOM,
personnel| {b)(1) Sec 1.7(g) will be in compliancé with applicable DoD and
NSA/CSS policies and procedures. The policies and procedures apply to initial and continued access to
NSA/CSS information, facilities, spaces and/or systems. These include, but are not limited to the
following: visitor control procedures, unofficial foreign travel, security incident reporting, foreign
association, intelligence oversight, and assumption of responsibility and accountability for all classified
materials and equipment provided by NSA/CSS.//

GENTEXT/ADMIN AND LOGISTICS/4.

4.7, (U//FBYO) USCYBERCOM J4 is the single point of coordination for CMF facilities based on the

| {b}(1) Sec 1.7(e) |All CMF team headquarters {(CNMF-HQ, JFHQ-C and JFHQ-DODIN)
[CW CMF team leads are responsible to notify J4 of space and NSA/CSS co-location requirements. JFHQ-
DODIN will coordinate with DISA for DODIN CPT NSA/CSS co-location requirements. 34 will aggregate’
initial FY15 space and NSA/CSS co-location requirements based on FY14 rosters and team requirements
and provide to NSA/CSS for space requests with distributed execution by JFHQ-C at each location.

4.A.1. (U//FOUO) After initial requirements are provided to NSA/CSS by 14, J4 submits consolidated
space and co-location requirements| {bY(1) Sec +.7(e)

I {b)(1) Sec 1.7(e) [The request will include detailed breakdowns
of expected CMF teams, inciuding specific space requirements and how many personnel are required to
co-locate with each NSA/CSS mission area. This approved SPF will direct NSA/CSS allocation of spaces
across enterprise,

4.A.2. {Uf AP0} SCCand JFHQ-C locating at NSA/CSS facilities are required to coordinate with
USCYBERCOM J4 and 18 to assist with the establishment of any interservice support agreements (I5A} for
reimbursable support and/or an MOU/ MGA for non-reimbursable support.

4.A.3, {U//F2UY0} Permanent stationing of CMF teams and JFHQ-C at installati_onsi (b){1) Sec 1.7(e) I
1 {b){1) Sec 1.7(g) |to support USCYBERCOM requires the appropriate stationing

documents be submitted to DoD. CMF teams permanently stationed| (b)(1) Sec 1.7(e)

{b)(1) Sec 1.7{e}

(b[Jm Sec 1,7d§,s required by the supported commands will be submitted as appropriate to DoD.

4.A.4, (U//FOYE) Requests for support from NSA/CSY {b){1) Sec 1.7(e) |
] {b)(1) Sec 1.7(e) Ishall be coordinated with USCYBERCOM via the ICRWG/EERB and
submitted to NSA/CSS.



4.B. (U/FEYE) |OC AND FOC REQUIREMENTS.

4.B,1, {U/ABY46} 10C and FOC manning and training standards are effective on the release date of this
TASKORD for FY15 and FY16 teams. ‘

4.B.2, (U//EQUQ) 1IQC. CMF teams will be declared 10C after team meets the following criteria:

4.B.2A. {S/RECTOUSATFVEY) (o)1) sec 1.4y (0 the team is on-hand, to include a core number of
personnel in specified work roles; a sub-set of these core personnel must be fully trained IAW ref B
annex C and the following (first number indicates requiréd number on team <<slash>>/ second number
indicates required number fully trained). The position titles below have been updated to reflect those
defined in the loint Cyber Training and Certification Sta ndards (JCT&CS) and supersede guidance
provided in ref N, 4.B.1.A.1 through 4.B.1.A.5,

4.B.2.A.1. (U) POSITION TITLES. See Enclosure 3 to this order.

4.B,2.B. (U} (SHRELTO-USAFVEY)| o)1) Sec1.4(a)  |is completed as follows:

4.B.2.B.1. (U/HEY0) Team Mission(s) identified.

4.B.2:B.2, (U//#9¢}©) All available personnel have been placed in work roles as. specified in par.
4.B.2.A.1. and mission alignment is complete ICW USCYBERCOM 13F (POC] (b)(3) i
@risa.ic.gov).

4.B.2.B.3. (U//FOYO) NST or CST is identified and aligned or identified for build {not applicable to CPT).
4,B.2.B.4. {U/4#08&) Team Leader is in receipt of mission.

4,B.2.C. (U//FEUS) Training requirements have been identified for all availabte team members and
provided to USCYBERCOM J7 and higher HQOs.

4.B.2.D. (U/ 648 All personnel in work roles as specified in para 4.B.2.A.1. are allocated space to
- perform duties and have access to CEE and appropriate networks and data (mission support) to
accomplish assigned missions..

4.B.2.E. {U//F048) CMF TEAM 10C DECLARATION PROCESS. Establishing SCC Commander {CDR) certifies
their CMF team has achieved all IOC criteria, and then initiates the IOC declaration process. SCC COR
coordinates with the gaining operational CDR to accept OPCON transfer. Upon acceptance of OPCON,
service cyber component CDR declares.team 10C,

4,B.2.F, {U/ /9] 1I0C WAIVERS. The galning operational COR has the option to waive team’s I0C
declaration 10T gain OPCON of the team for gperational advantage and mission requirement. An
operational ar functional justification is required for waiver approval, Upon accepting OPCON of thé pre-
I0C team, the operational CDR will continue coordination with service cyber component COR to ensure
team achieves 10C criteria and is declared I0C. The operational CDR assumes the responsibility for
ensuring the team achieves FOC. The 10C waiver is not intended to change the projected 10C dates and
the teams’ expected 10C dates shall be included in the waiver memo.

SECRETHRELFO-USAFYEY-



4.8.3. (U/#FBU6) IAW ref F, SCCJFHQ-C'S are |OC, capable of executipgy) Sec 1.fwgsion essential tasks,
with associated mission critical functions, as well as integrating_(b)(1) Sec 1.7(e) | ritical USCYBERCOM
operational processes (see ref L).

4,B.4, (U/EQUGY FOC, CMF teams, having first achieved 10C, will be declared FOC when a team achjeves
comptiance with ref | and meets-the following criteria;

4.B.4.A. (U/ QUG Successful completion of the Doctrine, Organization, Traznlng, Materiel, Leadership,
Personnel, Facilities (DOTMLPF) process.

4.8.4.A.1. {U/fa5€) DOCTRINE. Concept Of Operation (CONOP) and implementation plans applicable
to specified unit types provided to and approved by USCYBERCOM.

4.B.4.A.2. (U//F@%©) ORGANIZATION. Specific missions for each team identified and approved; initial
review/assessment of unit size and structure complete; all personnel are properly aligned by function
and are working mission,

4.B.4.A.3. (S/RECTE-USAFVYEY) TRAINING (IAW REF B, Annex C). Mission Essential Task List (METL)
established and approved; Job Qualification Requirements (JQR) identified for work roles where
applicable;ersonnel are individually trained, qualified, and certified when applicable;
collective/unit training complete; or as assessed by the SCC commander,

4.8.4.A.4. {U/FF6UQ) MATERIAL. Reporting vehicles designed, approved, and operational; team has
access to applicable existing equipment/ capabiiities necessary for mission accomplishment; additional
equipment needs/requirements and gaps identified.

4.8.4.A.5. (U/HFYS) LEADERSHIP AND EDUCATION. All professional military education {PME} and
clvilian-equivalent Leadership and Education (L&E) programs identified.

4.B.4.A.6. (SHRECTOUSAFYEY) PERSONNEL. Team filled| (b)) Sec 1.4(a) |direct
support personnel are filling authorized positions, on-hand, and properly aligned as applicable.

4,B.4.A.7. (U/fFEUB) FACILITIES. Physical space/workstations and access to required data {Mission
Support) for all personnel identified and available.

4.8.4.B. {U//FEY0O) Successful completion of a joint or service assessment in which the CMF team
accomplishes its mission and demonstrates proficiency in all areas noted in this paragraph (4.B8.4.)

4.B.4.C. (U//FOYO) CMF team FOC declaration process IAW ref V. Operational CDR, in coordination with
the establishing service cyber component commander, verifies their CMF team (all CMF teams except S-
CPTs) has achieved all FOC criteria, and then routes the FOC request to DCDRUSCYBERCOM. For S-CPTs,
the SCC CDR routes the FOC request to DCDR USCYBERCOM., DCDR USCYBERCOM declares all CMF
teams FOC IAW ref V.

4.B.5. (U//&0UB) (U//FEHB0) IAW Ref O and Ref W, JFHQ-C FOC is achieved when the following
conditions are met, FOC will be achieved NLT 30 September 2015.



4,B.S.A, (U/AFE6U8) The IFHQ-C demonstrates proficiency in the USCYBERCOM-directed JFHQ-(Be)
mission essential tasks (JMETs —as defined by the USCYBERCOM JFHQ-C certification framework to
operationalize the JFHQ), associated critical functions, and integration with USCYBERCOM associated
processes necessary to conduct] {b)(1) Sec 1.7(e) loperations, '

4.B.5.B. {U/A6U8) The JFHQ-C commander requests FOC following successful compietion of a joint or

service event in which the JFHQ-C successfull accom_plishes its mission and demonstrates proficiency in
(b)[1} Sec 1.}15rected JMETs, all applicabley(1) Sec 1.7(e) METS, critical functions, and associated processes as
assessed by an external assessment team.

4.B.6. (U} POLICY.

4.B.6.A. [SHREEFO-USAFYEY) Specific personnel / units will conduct| (0){1) Sec 1.4(a) |
I . (b){1) Sec 1.4(a) Iconsistentwith mission needs.

4.B.6.B. (—S#P;EL—?G—U—SA—,—FVE\L)[ (b)(1) Sec 1.4(a) Iprogram is established 1AW ref G and functional
within each team as applicable.//

GENTEXT/COMMAND AND CONTROL/S.
S.A. {U//Fo8) USCYBERCOM is the supported command. All others are the suppotting commands.

5.B. (U//FBY8} SCC will maintain ADCON over personnel assigned to the CMF. NSA/CSS will maintain
ADCON over personnel aligned to provide direct support to the CMF,

5.C. (U/#eHe) Copies of this order and all enclosures will be maintained at:
https:/fwww.cybercom.smil.mil.j3/orders/default.aspx

5.D. {U//Fe56) All DoD components will acknowledge receipt and understanding of this TASKORD
within 24 hours to the following site: _
(https://intelshare.intelink.sgov.gov/sites/uscybercom/JOC/Orders/Lists /Orders%20Acknowledgement/
Allitems.aspx}.// :

5.E. {(U) Request for informatlon regarding execution of this order, amplifying guidance, and/or
additional details are to be submitted at the below links

SIPRNET: (https://intelshare.intelink.sgov.gov/sites/uscybercom/Pages/RFl.aspx)

JWICS: (https://intelshare.intelin k.ic.gov/sites/uscybercom/request/Pages/RFi.aspx)

S.F. {U//FEYE) USCYBERCOM CMF SIPRNET Intelink SharePoint portal {aka: Battle Roster):
{http://intelshare.intelink.sgov.gov/sites/uscybercom/nmf/cmi/sitepages/home.aspx}.

5,G, (U) POINTS OF CONTACT (POCS}):

5.G.1. (U//Fede) USCYBERCOM J338 Cyber Mission Force Coordination Element:
MSANet: USCC_CMF_READINESS@NSA.IC.GOV.



5.G.2. {U//F646) USCYBERCOM J2:| (b)3 JUSMC and] (B)(3}
NSTS 969-4163

NSANet| @)y @nsa.ic.govand w)@) l@nsa.ic.gov.

5.G.3, (U/A#BHG) USCYBERCOM J3F: {0){3) usa
NSTS: 969-3465

NSAneti (b){3} l@nsa.ir:.gcw.

5.G.4. {U/fFeHE) USCYBERCOM J39, (b3} USA
NSTS: 963-6125
NSANet:| (b)(3) @nsa.ic.gov.

5.G.5. {U//FSY0) USCYBERCOM J4,| (0)(3)
NSTS: 969-5726/5721

NSANet{ {0)3) bnsa.ic.gcv.

5.G.6. (U//FOYQ) USCYBERCOM IS oiay

NSTS: 969-8360

NSANet:| (6)(3) [@nsa.ic.gav.

S.G.7. {U//FOU0) USCYBERCOM J6:| (b)(3) FUSAF
NSTS: 969-1829

NSANet[ (0)3) |@NSA.IC.GOV.

5.G.8. (U//FEY8) USCYBERCOM J7:] (b)3)

NSTS: 969-4191
NSANet:I (0)(3) !@nsa.ic.gov.

5.G.9. {U//FOUS) USCYBERCOM B! g3y
NSTS: 992-2573

NSANet:| (b}(3) @nsa.ic.go_\{.

5.G.10. {U/fFEYO) USCYBERCOM SPECIAL SECURITY OFFICER (s50) o)
NSTS: 767-2154

NSANet:! GEN ]@nsa.ic.gov

5.G.11, {U) After Hours POC: USCYBERCOM JOC Duty Officer {JDO}
NSTS: 969-1645

COMM: {443) 654-4804

Ni{PR: jocops@CYBERCOM.MIL

SIPR: jocops@CYBERCOM.SMIL.MIL.//

GENTEXT/AUTHENTICATION/FOR THE CDR,| {b)(3) [RADM, USN, USCYBERCOM J3,
DIRECTOR OF OPERATIONS//

AKNLDG/YES//



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G. MEADE, MARYLAND 20755

September 18, 2018

Susan Maret, PH.D
School of Information
Clark Hall

San Jose, CA, 95192

(b) (6)

Subject: FOIA Request (18-R016)
Dear Ms. Maret,

After conducting a thorough search in the J3 directorate at U.S. Cyber Command for your -
September 06, 2018 FOIA request. We did not locate records responsive to your request, nor
have we created or maintained such records.

If you are not satisfied with this action, you may appeal this response to the appellate authority,
Ms. Joo Chung, Director of Oversight and Compliance, Office of the Secretary of Defense. The
appellate address is: ODCMO, Director of Oversight and Compliance, 4800 Mark Center Drive
ATTN: DPCLTD, FOIA Appeals, Mailbox #24, Alexandria VA 22350-1700. As an alternative,
you may use the OSD FOIA request portal at http:/pal.whs.mil/palMain.aspx; or e-mail your
appeal to OSD.FOIA-APPEAL@mail.mil. Your appeal should be submitted within 90 calendar
days of this letter and should cite case number 18-R016, and be clearly marked "Freedom of
Information Act Appeal."

99,2\4( wéj i

JOHN H. WILEY [II
USCYBERCOM FOIA
Action Officer
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USCYBERCOM/J0 FOIA
9800 Savage Road, Suite 6171
Fort George G. Meade, MD 20755

Dear FOIA officer,

Under the provisions of the Freedom of Information Act (FOIA), 5 U.S.C. §552, 1
request all records pertaining to

+ USCYBERCOM's participation, including any staff training, in the YouTube
Trusted Flagger program (see
https://support.qoogle.com/youtube/answer/75543387?hi=en).

. USCYBERCOM's reporting history under the YouTube Trusted Flagger

program {see https://support.google.com/youtube/answer/76879797
hi=en&ref topic=2803138).

« Any records pertaining to USCYBERCOM's communication with NGOs

(nongovernmental organizations) who are involved with the Trusted Flagger
program.

The Trusted Flagger program is described as “developed by YouTube to help
provide robust tools for individuals, government agencies, and non-governmental
organizations (NGOs) that are particularly effective at notifying YouTube” of online
content that violates Youtube's Community Guidelines (see
https://www.youtube.com/yt/about/policies/#community-guidelines).

To assist your agency in assessing any fees, I am an academic researcher who is
working on a project related to the above request and will widely share
information in an upcoming publication. Release of these records is not primarily
in my commercial Interest. Furthermore, release of these records is of scholarly
and public interest, and greatly enhances knowledge of USCYBERCOM's domestic
activities as it relates to moderating content on the YouTube platform. Therefore,
I respectfully request a waiver of fees under 5 U.S.C. Section 552(a) (4) (A) (iii).

Please note that 5 U.S.C. Section 552(a) (4) (A) (iv) (II) requires that you
provide the first 100 copies to me at no charge and remainder of materials at 10
cents per page. If there are any agency fees assessed for searching, reviewing, or
copying materials, I would like to be contacted before vour agency tasks my
request. I am happy to receive lnformatlon in various formats (e. g " pdf .doc,
DVD, emall) :

Thanic you,

Susan



Susan Maret, Ph.D,
School of Information
Clark Hall

San Jose State University
San Jose, CA, 95192

" (b) (6)



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G. MEADE, MARYLAND 20755

October 4, 2018

Michael Martelle

The National Security Archive

The George Washington University
Gelman, Library, Suite 701

2130 H Street, N.W.

Washington, D.C. 20037

Subject: FOIA Request (18-R017)
Dear Mr. Martelle,

After conducting a thorough search in the J3 directorate and corresponding directly with Dr.,
Stephen O, referencing FOIA request 18-R017, we did not locate responsive records nor have
we created or maintained such records,

If you are not satisfied with this action, you may appeal this response to the appellate authority,
Ms. Joo Chung, Director of Oversight and Compliance, Office of the Secretary of Defense. The
appellate address is: ODCMO, Director of Oversight and Compliance, 4800 Mark Center Drive
ATTN: DPCLTD, FOIA Appeals, Mailbox #24, Alexandria VA 22350-1700. As an altemnative,
you may use the OSD FOIA request portal at http://pal.whs.mil/palMain.aspx; or e-mail your

appeal to OSD.FOIA-APPEAL@mail.mil. Your appeal should be submitted within 90 calendar
days of this letter and should cite case number 18-R016, and be clearly marked "Freedom of

Information Act Appeal.”
_ R
LA //u{ =

JOHN H. WILEY III
USCYBERCOM FOIA
Action Officer
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The National Security Archive |

e George Washington Universtty - o © Phane: 202/994-7000
Gelman Library, Sulte 701 : Fax; 202/994-7005
2130 H Street, Nw. ' nsarchiv@gwu.edu
Washington, D.C, 20037 ' vaww.nsarchive.org
. . . - ’ ‘ .
USCYBERCOM/ID FOIA

9800 Savage Road; Suite 6171
Fort George G. Mezde. MD 20753

A Re: Request under the FOLA, in reply refer to Archive# . 2018101 7CYBOG§
Dear -

Pursuant 10 the Freedom of Information Act (FOLA), | hereby request the following: .

Any materipls prepared for the following presentations to the Defense Science Board Tas_k Forceon
Cyber as a Strategic Capability:
i. Perspective on USCYBERCOM Capabilities and Modalities given &y Dr.S tephen OrlWon05-06
Ocr 2016
2. USCYBERCOM Perspective giveri by RADAM ToT. White on .
. 05-06 Dce 2016
"\/3. Briefing on Operationa! Srrarcgy given by Dr. Richard Harknetr on 05- 06 Occ 2016
4. Brigfing on the Join! inteihgcnce Operations Csnrer given by CAPT Mike .S'fudeman on 30 Nov-1
Dec 2016
/5. Brief'ng on Giobal Cyberspace Operanons Synchronization{GCOS) given by COL Stephen Letcheei
on 21-22 Feb 2017 - _
6. Briefing on the USCYBERCOM E:cumon Cyber innovation Lab given by Col Mike Burke of rhe
Cyber National Missior Force on 21-22 Feb 2017
7. The USCYBERCOM-CIO Perspective presented by Mr. G. Dennis Bartko pfthe USC YHERCOM
Capabiliries Devetopmenf Graup on 04-05 Apr. 2017 :
8). Briefing on Operation GLOWING SYMPHONY given by Brig Gen Tim Haugh and Capt Steve
Donald of JTF-Ares on' 30 Nov-! Dec 2016

If you regard any of these documenis as potentially exempt from the FOIA' disclosure requirements, |
reguiest thal you nonctheless exercise your discrotion to diseluse-them: Ay the FOTA requires, please
release all reasonably segregable pon exempt portions of documents. Te permit me to reach an intelligent
and informed decision whéthat or not 10 fite an udministrative dppﬂdl of iny denied material, please
deseribe any withheld records (or portions thereof) and eaplain the basis for your exemption claims,

As & reprasentative of the news media, the Nytional Security Archive qual:hes l'or "reprecematwe of the'
news medin” status under 5 U.S. C.See. 552(a)()(AXIDI) and, therefone, may not be charged search
and feview fees (See Netiona! Security Archive v, ULS. Deparrmem of Defense, 880 F.2d 1381 (D.C.
Cir. 1989), cerrdenied. 110'S CL 1478:(19%0)). This request is pnde as purt of a scholarly and news
resedarch project that is intended for publication and is not for commerciat tse. For details on the
Archive's research and eatensivie publication sutivilies please see our website at www. nsarchive.org.

rm ngepondent r'Dn-guw‘urnm:nl:al resgarch lnstituie and.rorary located 2t the George Wishingtan Unlyacsity, the Archive tollects
and pLblisaes BeciassTiec documents ohtained tnroug’ the Freedam of Infarmation ACt, Publication royalties and tax deductitlz
conkelbutions through The Natfunsl SecLrity Archive FURG, Tac, unfenweite the Archive’s Burpe.



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
_ 9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G. MEADE, MARYLAND 20755

| NOV 0 7 2018
Michael Martelle

The National Security Archive
Gelman Library, Suite 701
2130 H Street, N.W.
Washington, D.C. 20037

Dear Mr. Martelle,

Thank you for your September 9, 2018 Freedom of Information Act (FO1A) request for the
“USCYBERCOM-CIO Perspective” presented by the Capabilities Development Group (CDG)
on April 4-5, 2017.

After a thorough search of our files, U.S. Cyber Command did not locate the requested record.

If you are not satisfied with our action on this request, you may file an administrative appeal
within 90 calendar days from the date of this letter by U.S. mail or email. If you submit your
appeal in writing, please address it to ODCMO, Director of Oversight and Compliance, 4800
Mark Center Drive, ATTN: DPCLTD, FOIA Appeals, Mailbox #24, Alexandria VA 22350-
1700. If you submit your appeal by email please send it to OSD.FOIA-APPEAL@mail.mil.
All correspondence should reference U.S. Cyber Command case tracking number 19-R015.

Additionally, you may contact the Office of Government Information Services (OGIS), which
provides mediation services to help resolve disputes between FOIA requesters and Federal
agencies. Contact information is 8601 Adelphi Road — OGIS, College Park, MD 20740-6001.
OGIS may also be reached at ogist@mnara,gov, 202-741-5770, and 1-877-684-6448.

Sincerely,

(.4 G-z

PAUL R. GUEVIN 111, GG15, DAF
Chief Knowledge Officer
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The National Security Archive |

'The George Washington University - o © Phone: 202/994-7000
Gelman Llbrary, Suite 701 ‘ - Fax; 202/954-7005
2130 H Street, NW. : nsarchiv@gwu.edu
Washington, D.C. 20037 ' www.nsarchive.org
. ,. ’ ’ .‘
USCYBERCOM/I0 FOIA

2800 Savage Road, Suite 6171
Fort Geocge G. Meade, MD 20755

‘ Re: Reguest under the FOLA, in reply refer to Archive# - . 2028100 7CYBOOS
Deur

Pursuant 1o the Freedom of Information Act (FOIA), | hereby request the foilowing: .

Any materials prepared for the following presentations to the Defense Science Board Task Force on
Cyber as a Strategic Capab:luy ' ’
1. Perspective on USCYBERCOM Capabilities and Modalities given by Dr. Srcphen Or IV on 05-06
Qcr 2016
2. USCYBERCOM Perspectivé given. by RADAM TI White on
5-06 Oct 2016
3. Briefing on Operatfonal Srrarcgy given by Dr. R:r:hard Harknetr on 05-06 Ocr 2016
4. Brigfing on the Joini l'ntelhgence Operations Csnrer given by CAPT Mike Sludeman on 30 Nov-1
Dec 2016
/5, Brigfing on Globa! C}berspace Operanoru Synchramzauan( GCOS} given by COL Stephen Lercheer
on 21-22 Feb 2017 _
- 6. Brigfing on the USCYBERCOM E_rcurszon Cyher [nnovation Lab given by Col Mike Burke o_fthe
Cyber National Mission Force on 21-22 Feb 2017
7. The USCYBERCOM-CIO Perspective presented by Mr. G. Dennis Bariko of the USCYBERCOM
Capabilities Development Group o 04-05 Apr. 2017 -
8). Briefing on Operation GLOWING SYMPHONY given by Brig G-en Tim Haugh and Capt Steve
Donald of JTF- Ares on 30 Nov-} Dec 2016

If you fegard any nfthese documents as porentially exemy from the FOIA's disclosure requirements, |
reguest that you nonctheless sercize your discrotion to disclhosethem Ay the FOLA requires, please
telease all reasonably sevrunablc non exempt portions of documnents. Ta permit me to feach an intelligent
and infoemed decision whéthee or not to file an udministrative appeal of any dented matesial, please
describe any withheld records (or portions thereofy and explain the basis for your exemption claims,

Asa n.prem..m.uwe of the nev's media, the National Security Archive qualifies (or” "representative of the
aews rnL,dm status wnder 5 U.S.C. See. SRZ()(H{A(H) and, therefore, miy not be charged search
and feview fees (Sce Netional Security Archive v. U.S. Depnrr.'nem of Defense, 880 F.2d 1381 (D.C.
Cir. 1989), cerrdenied, 1105 CL 1478 {1950)). This request is made as part af a scholarly and news
resedrch project that is intended for publication dnd i< not for commercial use. For details on the
Archive's reseurch and eatensive publication zutivilies please see our website at www, nsarchive.org.

Anindepeadent nnn-qgunrnrnzntal reseath nstitute and.iprary (ocated at the Georga Washingtan Unkvasity, the Archive coflects
a0 pUblishes declassTieg documents oblained tamugh the Freecom of Infdrmation AL, Fublicaton royalbies and tax dedurtitiz
contdbudons ihfough‘i‘he Natlonal SecLrity Archive Fund, fac. unfierwiite the Archive'’s Budget.



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
2800 SAVAGE ROAD, SUITEB171
FORT GEORGE G. MEADE, MARYLAND 20755

Michael Martelle NOV 1 1 2018
The National Security Archive

Gelman Library, Suite 701

2130 H Street, N.W.

Washington, D.C. 20037

Dear Mr. Martelle,

Thank you for your September 21, 2018 Freedom of Information Act (FOIA) request for
materials related to the Cyber Components Commander Conference on October 22, 2013.

As the initial denial authority, I am partially denying portions of the document under-5 U.S.C. §§
552(b)(1) and (b)(3). The denied portions include classified national security information under
the criteria of Executive Order 13526 (labeled as (b)(1)) and personally identifying information
regarding personnel assigned to a sensitive unit exempt from disclosure under 10 U.S.C. § 130b
(labeled as (b)(3)). U.S. Cyber Command is a sensitive unit. '

If you are not satisfied with our action on this request, you may. file an administrative appeal
within 90 calendar days from the date of this letter by U.S. mail or email. If you submit your
appeal in writing, please address it to ODCMO, Director of Oversight and Compliance, 4800
Mark Center Drive, ATTN: DPCLTD, FOIA Appeals, Mailbox #24, Alexandria VA 22350-
1700, If you submit your appeal by email please send it to OSD.FOIA-APPEAL{@mail.mil.
All correspondence should reference U.S. Cyber Command case tracking number 19-R021.

Additionally, you may contact tlie Office of Govermment Information Services (OGIS), which
provides mediation services to help resolve disputes between FOIA requesters and Federal
agencies, Contact information is 8601 Adelphi Road - OGIS, College Park, MD 20740-6001.
OGIS may also be reached at ogis@nara.gov, 202-741-5770, and 1-877-684-64438.

6%0//%/ o

ROSS A. MYERS
Rear Admiral, U.S Navy
Chief of Staff
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The National Seéurity Archive

The George Washington University ' Phone: 202/994-7000
Gelman Library, Sulte 701 o Fax: 202/994-7005
2130 H Street, N.W. ' : nsarchiv@gwu.edu
Washington, D.C. 20037 www.nsarchive.org

Friday, September 21, 2018

9800 Savage Road, Suite 6171
Fort George G. Meade, MD 20755

Re: Request under the FOIA, in reply refer to Archive# 20181232CYB0I3
Dear
Pursuant to the Freedom of Information Act (FOIA), I héreby request the following:

Any materials related to the Cyber Components Commander Conference on October 22, 2013 |
including but not limited to conference proceedings or briefing material.

if you regard any of these documents as potentially exempt from the FOIA's disclosure requirements, I
request that you nonetheless exercise your discretion to disclose them. As the FOIA requires, please
release all reasonably segregable non exempt portions of documents, To perrnit me to reach an intelligent
and informed decision whether or not to file an administrative appeal of any denied material, please
describe any withheid records (or portions thereof) and explain the basis for your exemption claims.

As a representative of the news media, the National Security Archive qualifies for "representative of the
news media” status under 5 U.S,C, Sec, 552(a}( 4} AXii)(I[} and, therefore, may not be charged search
and review fees, (See National Security Archive v, U.S, Department of Defense, 880 F.2d 1381 (D.C.
Cir. 1989), cert denied, 11085 Ct. 1478 (1990)). This request is made as part of a scholarly and news
research project that is intended for publication and is not for commercial use. For detaiis on the
Archive’s research and extensive publication activities please see our website at www.nsarchive.org.

“To expedite the release of the requested documents, please disclose them on an interim basis as they
become available to you, without waiting until all the documents have been processed. Please notify me
before incurring any: photocopying costs over $100. If you have any questions regarding the identity of
the records, their location, the scope of the request or any other matters, piease call me at (202) 994-7000

or email me at foiamail@gwu.edu. [ look forward to receiving your response within the twenty day
statutory time period. '

_~Siricerely yours;”

7 A v "‘lﬁg%/w.

g
Michael Martelie

An Independent nan-governmental research insdtute and Iibrary located at the George Washington Unlversity, the Archive collects ’
and publishes declassifled documents gbtained through the Freedom of Information Act.  Publication royafties and tax deduclible
contributions through The National Securlky Archive Fund, ine. undenwrite the Archive’s Budget.



Protocol:
CAG Rep:

UNIFORM:

b}(3) 1300

969-2951s or [PH3) 1300
L 969-3791s /

MILITARY: DUTY UNIFORM
-CIVILIAN: BUSINESS

Time

1300-1315
1315-1345
1345-1400

1400-1410

1410-1330

1530-1615

1615-1630

1630

Presentation Title and Presenter

(U egegemV clcome and Opening Remarks

GEN Keith B.

Alexander, USA, CDR

USCYBERCOM/DIRNSA/CHCSS

AGENDA

Cyber Componeni Comimanders Meeting
22 Oclober 2013
1300-1630

969-2540s /[PIR1 1306 ]

ASOF: 21007113

Location

DSCR

(U/ddgiigemt yberspace Operations and Planning Update DSCR

foy3) 1300

(Usinigidslidy CMF Training and Exereises Update

Fb)(S) 130b

(U Aimideiaepp |3 1

eak

[USAF, USCYBERCOM J7

|USAF, USCYBERCOM J3

DSCR

(U@ Component Commander Updates on CMF/JFHQ DSCR
Builds and Service-Specific Shutdown/Sequestration Issues

(U/stagri@ie Component Commander Discussions

Topics Include:

fo)(T) See 1.7(e]

DSCR

-Impact of Shutdown on Operations and CMF Builds
-Joint Cyber Warrior Education Program (JCWIEP) Feedback

(U simsi@p Closing Remarks

GEN Keith B,

Alexander, USA, CDR

USCYBERCOM/DIRNSA/CHCSS -

Depart

DSCR

UNCLASSIFIED iRtk




et 3115 ST 12NN

on@re@ulge/ AIIJISSYIINN (S| FUYDLIY SIYY JO UOIIEDIUSSE(D [[BIBAO YL
INODHYIGADSN “(Z) Sulules] pue Sas1248X3 JUIO[ JO 1013241

qpet (eXg

€T0T 4990120 T¢
a1epdn

gejq4 419gA) ¥ Suluiea)
92404 UOISSI|A] 12gA)




[4 A3ISSYTINN

pajnpayas siuawalinbal Sutuiel) [BwIUIW pue SWeal {TAd
Jsutede saweu 99 Ajuo Ajjualund--saweu paialsoy ajneg yTA4 Sunoedwi Ajjennualod umopinys  —

SIUSWIIIWLIOD J03INJ1SUl SUIIDI[JUOD PUB 3INPSYIS Ul 14IYS 01 anp (SIY0zs'T
13 9SIN0J 39am 7) AHunHoddo 350[ 951n0) SI9PUBLLILLOY) UOCISSHA [|N} SUO JOJ S1USPNIS X6T —
AON Gz MIYS Aep [ewiou 03 Yaeq $808--A0N ZZ USN0oJYl 1HYS PUOISS UNJ [JIM PUB 1IYS SUIms
alinbal 03 ssejd AON 6T $92.404 (S99puUaNIe JIAID §Z) HE1S 190 82 YHM SSBJ2 100 GT Sul[npaydsay .
Syeam 7 A (DVNT) 8S1n0) yoe1y JIOMIaN JUlof paAejap siuspnis Xxgz —
pauodisod
320[q (SAep G- sjeluassy AJlIndas pasueApy) SO0ZHYIAD @yl pue sAep g paAejap sem d3ImMIr —

(siyvge’‘s
3 S1UBPNIS £T6.~ S1oedwli) paAIRdal spuny FTA4 j1UN paAejap MOU SASIN0D PapUni-4TAd Xy —

000vOL3N/

700EMLIN/ TOOTMLIN/ 0007OLIN/ S00ZHIAD/ S00EMLIN/OFOTHIAD/00ZTHEAD (S9SINOD »
_ 3uljnpayosau

Jo4 s1s02/sanjjeusad 19e41U02 314125ds SSaSSE 01 SIOPUSA YHM Supjiom 1921140 SUildBIIUCD .
(Aj]1ge|ieae Juapnis jeulSido ulAjaan [j13S) 1ue1sad 01 Aejap Aep 8z JO winwiuiw

3SIMIDYI0--FUujulel) PUalle 0] 3|ge|IeAR 3JB S1U3PNIS [BUIBIIO JI 100 §7 SWINSAI URD 1S3I[JEeT

(slyozT'es
¥ S1Uapnis 997, s1doedwl) pajnpaydsad ag 0} 3uipuny [euoilippe alinbau $asunNod Papunj-cTAd X8 —

800CVL3N /0SOZdINOD/ 00TEYEAD
/00TTdINOD/ 0E0TVLIN/ OTOTYEAD /000THSHD/ TTOYOLIN /00TZIFAD/ 00BEUDAD :S9SIN0D »
(s1331s04 [euidLIo ulelal [|Im S3SSe|d pPajnpayasal) 130 T SuluuiBag suels-ay .
(350} SAYOr9'6T T 7§ SIUIPNIS £2€. Seduwil) sAep Tz 10 wnwiuiw paAejap $3SIN0d papun}-cTAd X£ZT —

:9|npayos Suluiedy A1) PTAL 110 3T uo 1oeduw) ysnopng

Sulutes] 4D uo edw| uMopINYs

QIISSYIINND



€ GRASSYIINN

QuUON :siaddolsmoys -
120 £ suidaq mczm.ﬂ A1IM123UU0D [BUIRIXD 919|dWOD 9406 PliNG 9SI04aX] HlAo0MIaN [e20] -
10 £¢ ‘Aepsaupapm
Y13 {([CHON) YOIr wou SINVIDVL 997 Sullleme ||11s--paniadat/paddiys Ajnyssadons uawdinby -
1591/dnias Suluiopad 31is UO Weal PIJUBAPY [DUUOSIdd 6 -
PO o m< -
(@9L) DLAS YsemioH - AON 8

(Jutod Aemyiey 1e Sujuuejd uoISSIW/UOISSIWLIDIUI OU) SMOpUIM AYl[IQBIBUINA/UCIINISXT - AON /-T -

[esiesyay ssaig/uoliezueljiue asuey - 100 1§ -

sJlWapedy/uolleisiday - 120 0 -

[9AB1] Apog UlelAl -120 62 -

Bo;mamcm _mc_n_\mc;mmh\co,pmhmmpc_\E_:m_ NIOMISN |B207 - 120 6T -

21ep [eAldie uawdnba pajdafoid - O ¥T -

uedsp daid/Wea) pajueApy -10Q €T -

(AON /-T MOU UO0I1N23XT) 3|NP3YIS JO PUS 104} 3Y1 J0 SAep {7 3uinin) auldwil

0T Aq yeis poddnginy -

2T Aq s1ossassy in) -

(uonanpal %0v~) 05 Aq (19D aymind -

(8utwwiy | peaytano,, awos 1snf ‘sushe|d an|q pieogAax-uo 01 S1nd ou) pauueid se sweal Jo # dosy -
19B1UI YO4dO % @n|g 3uidasy uo pasnaod (%0¢Z~) 061 4O xedz/ .. 3ulidiooy o3 saduey).

AON 9 AeQ AQ P,XUBD"3|NP3aYIs pue SI3PUIe Ul XNpaa %0g--9S1249X3 ,,8d0dS paosnpay,, 4N19

alepdn T-vT 3eld 199AD

Q3ISSYIINN



14 . A3ISSVIONN

uolIssnasig/suonsanp

Q3idISSVIINN



S9pI|IS dn oeg




e/ (J3(21SSYIONND

saje|dwia] snijel}s
Buiuiel) pue auladid Buluteag




S.

HIV/SWI04 /51U WaNbaY 029189502 %8UIUIBI 07 %4 N /211550 /0ud /AZ0]01dAID
-9389{|03/310/19pe/A0F 3I"BSULIDI'S| //isAny

2319 ‘}99yspealds siuswalinbay 921AI9S ‘9Npayds Suluiel] — (B0 [3AY .

xdse SwaA|v/s
wJo4/suiuled] /suiuied] JND///w0od43gAISN/S91IS/A0S dIUl[a1Ul 24eysS|a1ut//-dy

""2312 ‘SYO ‘sue|d wswdol|anaq JogA) ‘sauljadid ajodom ‘Spiepuels — [BLIOd /T

(008€Y9AD/002EOLIN) | woes @]
(MSNV/D1dYH/MSHD/VLIN) s —
(H9AD/dINOD/OLIN/MLIN/DIAD) i

qoet (e)a)

SD0d 8ulnpayds 134V -

an_._u_ Omuuo —__aqpel(e)q S1dD —

saysinbal-aid 10} AT 09, ae ) SLAD/SLIAN —
18NVYSN U0 saouaujal 1oyl aoee ey °LIND  —
q0€L (£)q m._.mU\m._.mZ\m._._\/_Z -

S20d L[ »
S)UIT 2UdI3Y pue J0d &l

&

it 1141SSYTINN



$951n02 SON-uOoU Joy uondadxa Aq papiaold Suipuny AQL INODHIEAISN Bujpund AQL -
--5421ua2 {SON) WalsAs 213o103dAi) [euoneN ¢ SuiBesans| Aq pa1eSiiN » a1ewilsa Suipuny gAY pa1dafold .

JUSWUOJIAUD [BISY UO paseq ,3|i3el), Ing ‘papun) QINY - Buipund .«

UOIIUDIDS 04 ST 0L NIOM (B2 BUALiIUBPE- S
U0 S9IIAJDS UM m:_v_ho?_a:o&m_mc_vto?_Eman__m_,mu mu._ot__h.o_\.s_ - _ uonuaal pue m:_c:m_a.bw‘_mu .
_ $32.10J JO uonejuasald

3J|AJBS WIOU| 03 HTAS Ul SIUIA3 Jo $a143s ,4agA),, Bulpuedxy .
DH dr o4 ?._.M_S_: $)se] [e1juass] uolssiy Julof dutdojansp LSI4D -
splepuels pue ‘suoj3ipuod ‘yse} UOIIEALILIBA WUES

[enueiy Yrg| wJojus susuodwio) 13gA) aas/m Sej4/pienoiysiuy 45gAD . B L -

$T qo4 15a—-Bululel) an1)93{[02 NILY |BNPIAIPUI 10} Spaepuels Sujuiely PoIIRUSPL SPIEPUELS 7 SUORIPUOD "SYSEL  »
u_U:umam-u_S_u mm_:pamu _m:cm_>_ Eqm.: mmmc_umwm w mc_c_m:._. U6 E_:m_ . . spJepuels u|UIes} SAIIDRY|0D) .

uoReIUMI) DH 4IIND =
UOHIBJIHUBD DH A

- sppeduy Suiures] JUsWUSIy/UBLIUSISSY UOISSIAl «

a_;m_hoa_.coam BmSw__m o“_mc_tm“m houp mm.oﬁ ..roa__u.:q n:m_oo_ ummo_m>mn__ .
“suopisod 1dJ-uou A1 JO JpulewRI 10} (d3S 6T) QHONSYL HOr 4D « - . (syoD) ﬂcmsgscmm

co_umuc__m:.o noﬁ _mco;u:_..n_\m_o._vtog .

mxd:.n_u mm __m mo mcfmﬂﬂ\mcﬁ:? _umum_aEOU EmB m_,oﬁ .

= ?.Eu _mco_umz coc__

. m.czmaa mcE_mb co mvcmev mc_mmm mmmmmuoa
>ucw_m>_:cm_ mﬂ:ou pue Emom >ucm_m>_:cw mc_c_m.ﬁ _mn_us__os

_ : o:.mN__ESm m:__wa_n_ m:_c_m._._..___ e
= mtOn_ m:_:_m_._. H_S_u oy paisod ucm nr /4T vmv_uom ﬂu_._uoa mc_c_m._._. r H:a;m:oE._. 3 w:__:_om;um ﬂcmEm‘__:_uwm mm._:ou .

suonesiia/sasua)jey) sutuiel] 4IND

Q3I3SSYIONN



6 ] a2 1|1 1SSV 1NN

{DAMOVT) B54n0D 3JBLIBAA 13GAD PRIUBADY E_n;o

| saseld
: ping
¢ Buturesf
m S0
lllllllll L o -
m 0!
: 000T
. — 000z
§ ! -
|_PIing [B10] e : o0t &
bautel ] ANd == ; e
“ : : 060y 3
; : Bt
: : 0005
; ; 0809
’ L e e i g = e fonm

........ i kil aoter sl el )
Suipuny : _HoH300£-03a. | |

o PpepeeN b QuONSYL OYING

L w;,mmm_nm w ) e Bujurest

[1 G S LT e X 1 -gjjle 1
" HER ' pieg £TA4 | [EnpIAIDU]

m +-ssadoud Anby: - "

" . BSIN0) g a3L "
s . Buwery
m leanosiion
. " pue 4e1s

"o 0000

aodojsapi|3 03 3uin}a3d *Al03siH sululel] JIND

SRR 3 1155 Y1ONN




ot _ _ R 3111 SSYTINN

qoei (ela) (@21 988 (1){g

uoiisanb adoj|s apl1|8, syl Joamsue [|Im erep pa1edaldsy .

(a|npayos
‘S ‘s1doad *9°1) syuswauinbad Sululel) auning 1seda404 diay I .

| ssoJ43oJd Sujuiely sweal
|ENPIAIPUL Yoea yoed d|ay 01 oo diysiapea e s| aie|dwa] uluiel] .

(»2wrejdway,, Suiurelr 3N @

aEmeiEainkié(1311SSYIINN



A0 | INX U9isIsiad ’ sdn-uidsg spieng W 99 A 2iep aseajal ¥S] Aw -20UaJaJuoD @ uoIINDax3 ’

inwr_—mmﬁuz_’_

@msm oty f uonnoexd m@

18)U87) LEWS SMalpUy seuIwaS-Bupop N-m@

P P
yoe3 sjubA3 Z& {LonyeoD "Y3gAD1
‘YIGAOHOSHYIN 'HIFADY 'vSIa)

apeayy 14/ 2ufg TSN 87 € o apeay 14 &
oukg abuey WomaN gaL
apea 84/ 0dd 2202
A UEBlLIS @ mﬂmmﬁum\O&ENN-mN@ apeaiy 14 ’.---.--n---
GOV @ aseafal ys - 151 @ S08SM 1/ AN 1d 6 @ 941 8191 shay WA So1MIag ’
£1-0}

o e &w 130v/JdI 82-9¢ @

(epeaid) |

00e81 vsi - w2 § 13QY/2dNvZ § 84V SaPLY - 00D G267

19 Vews 1 Dd4 9-€ 9
SSERTVSI 07~ 45

130Y 1 DdW €2t Q
#wewe 114 - 62524

.b.:

93 UV - 22 ew
ﬂu 130 / Od1 02-61 §)

dvi g34 NYP

\..m
N~




' capepgsyd1141SSYI1DONN

TO608E0T U0 Ayissepdaq
80T0L00T :p3ieq

25T INSSD/VSN ‘WwoJ4d pansqQ
aNv

TTOTITOT :paieq

ﬁgﬂuxmmtm: :Wol4 PaALIaQ
a0 (g)g) "8 POISSEDD

uﬁ“rbs%.kf\»tmw,il!;fw(“%.ﬂx {fu\!‘t um_ mcm%mmn_ﬁ_ m_—(_u. %O Co_qu_n—._mmw_U :mu_m\ro mr_l—l

(€102 4990320 27)
3uld3IA ssopuewIWO)
Jusuodwo) 12qA)




[4 ] 314 1SS Y IINN

T0608£02 10 Ajissejiag
80T0L00¢ :p=1e@ ,

ZS-T INSSD/VSN iWody pasuRg
aNVv

TIOTITOZ :pareq

DS IANDIHIGAISH (tuosd paAisag
-Ag-paljisse|d o

qoel (E)a

TS 151 SUla14( SIYL JO UOIIBDIIISSE|D [[EJRN0 3Y .

m_. Eoummm>um: qoel (eXg

suoinpiadp aindsiaqh)

(€TOZ 19qo0 2T)

SunnasA sispuewIWO) K

. Jusuodwo) 19qA) |




€ R

12082
U0 NODLVYLS ‘PO T paInpayds (¥sia wes e EF 03 $O110 LUONRIUDSDUJ @RS /N)e

Ev..v seg(1)a

a1epdn Suluueld g suonesado (n) @&

A T T R s



(e}erL 283 (L)Q)

SWea) uoiIaloly 19qA) 33IBS

W} UONIBI0I] L2GAD AN

swesj, Woddng jeguo)

sweay uopoazod 13gA3 NIGeg ‘

SWIea) U0 42qAD [RUDLIEN

RN = NSN

B = DINSN

=4VSN B = vsN

pPIiNg PTAd — ETAJ :92404 UOISSIAI J9GA)D {

swez] Joddns jeuoien

: SWIEA). UOISS|(A [eUOlIEN

(2)y't 235 (LAY

(e}t
2ag (1)(g




213
‘jauuosrad

woddns 5344
‘suaysay ‘s1adojanaq
‘$35AlCUY '2Y SIdOL
‘sysindui ‘siaanadiey

{e)p 1 095 (L)q *s1auueid

‘saseqoyeq oW pue
™sqey Wawdotpang
‘sqet 353 ‘saseqeieq

{ely'L 935 (L)Y

WI01.]d 141U 2IUdSI||21U] — 21LIS JUBLIND




(&)p"1 228 (L)(a)

(e)t'L 995 {1)(q

(e)y' 1095 (1)(q

{e)pL 285 {L){g

VM

ASaiea1s aunind {

018
sqeq uawdoEaag
‘sqe 1531 saseqeieg

03
‘tRulosIad

yoddng sasty
‘s19153 ‘siadojanaq
‘sish|euy 179y ‘SIdOL
s1sinBup ‘sraladie)
‘sIguue]d




SRR A1 1SS Y 1O N

T0608E0T ‘U Ajissedaq:
80T0£002 :po1EQ

ZS-T INSSD/YSN :waid panua(.
any

TTOTTTOZ ‘p2ied

AOJHIFAISN $WOI4 paAUaQ
& Ag pauISsEY .
o/ /A14ISSYTINN :S1 Sulaliq SIY3 JO UOIIBIISSE(I ||BIBAO BY |
L1 NOD¥IFAISN .

ajppdn boj4 13gA)
pup buiuinid] 324104 UOISSIN 12GAD

(€T0T 429010 2T)
SunedN sldpuewiwo) |
Em:oo_Eou hmo_>u




8 Qg3ISSYTIONA

_ p3ajnpayas sjuswalinbal Sutuiell fewiuiw pue sweal TAd
Jsulede saweu gg Ajuo Ajjuaiind--saweu palaisoy 3j11eg vTA4 Suiroedwi Ajjerjualod umopinys  —
SJUBWHWILLIOD 1019NJ3sUl SUildIjiU0D pue 3|nPayds ul 1IYs o1 anp Am:._ommé
1 954n02 yaam ) Ajlunuoddo 350] 9s4n0) SIapUBWILLOY) UOISSIIAl [|N} SUO 10} SJUspNIS X6
AON ST UIYS Aep |eulioU 0] oB(Q S308--A0N ZZ YSNoayl 141YS PUOISS UNJ ||IM PUB HIYS SUIMS
241nbas 01 sSe|D AON 6T $9240) (S2apudlIe JIND §T) HEIS 120 87 YHM SSe2 120 ST Buljnpayasay
syPam 7 Aq (DVNI) 951n0) oeny }JoMmIaN ulof paAejap sluspnis X¢z —
pauodisod
300|q (sAep G- S|e11uass3 Ajundas pasueApy) S00ZYGAD Y3 pue sAep g paAejap sem d3pMmOr  —
(s14 088'909°T
19 S1UBpPN1S €16~ ﬂumaE; POAIaIAJ spunj $TA4 {lIUn paAe|ap MoU S3SIN0D papuni-vTAd Xpp  —

000¥013N/
POOEMLIN/ Nooﬂsh_z\ 00070.13N/ S00Z48AD/ 900EMLIN/OYOTHEAD/00ZTHLAD 1S3sIN0J
Sujnpayoasau
10} 51502 /s811jeuad 10BJ3U0D J14t03dS SSASSE 0] SIOPUBA YUM SUDLIOM 432130 Sundeijuo)
(Axl]ige|ieae Juapnis |eurdLio BulAjJLiaA |J11S) Lelsad 01 Aejap Aep gz JO winwiuiw
3SIMI9YJ0--BUlulel] PuUdlle 01 3|gejieAR ale SIU3pPNIS [BUISLIO JI 100 87 2WNSaJl Ued 1sal|1e] .
( s1yozT'es
® SJUAPNIS 99T.. s1edwi) pa|npaydsas 3q 0] Sulpuny |euollippe alinbal s9sin0d papun}-€TA4 X8 —

800ZV.L3IN /0S0ZdINOD/ 00T EYEAD
/OOTTdINOD/ OE0TVLIN/ OTOTHEAD /000TNSYD/ CTOVOLIN /002ZDIAD/ DOBEYGAD :S2SIN0D
(S4931504 [BUIBIIO UIR}RI [|IM SBSSE[D PI[NP3aYIsSal) 100 T Suluuldaq sliels-ay
{350| S44Ot9 mHN ¥ SJUBPNIS £7 €.~ S1oedwli) sAep TZ Jo wnwiuiw paAejap Sasinod papuni~-ETAd XLT —
:9Inpayds Suuiedl 4IA1D YTAL 410 T U0 pedwi ;m:o_._su_

suiuiea] 4IND uo Yoedw| umopinys

a3ISSYIINN



6 GIFIS5YTIONN

duop :siaddoismoys -
120 €7 su139q Su11sa) AlAIID2UUO0D |PUIDIXD 918]dW0D %06 PlINg 9SI4aX3/HJ0MIaN [I0T -
| PO € ‘Aepsaupam
V13 (N[0HON) YOI WOy SINVIDVL 997 Sunieme [|11s--panladal/paddiys Ajnyssadons juswdinby -
1s91/dn1as Sulwiolad 91is UO WEdL PaJUBAPY [2UU0SIDd 67 -
PO oSy -
| (Q91) DLAS YsemioH - AON § -
(quiod Aemyjey e Sujuue|d uoissiW /UOISSIWIRIUL OU) SMOPUIM AlljIQRIBUINA/UOIINDSIXT - AON /-T -
jesieayay ssalq/uonezieljiwed aduey -0 TE -
solwRpedy/uolieslsigay - 10 0 -
jonel] Apog UlBiNl - O 6T -
sjoysdeus |eul{/3unisal /uoneidaiu|/pjing JI0MIaN |B20T - 0 62T -
a1ep jeale Juswdinba pajisfold - 120 T -
_ pedsp daid/wes] psoueApy -120 €T -
(AON £-T mOu uo1IN23x3) 3NPaYIs JO pud Juodf 3yl o sAep ¢ Suin) :aulppLuE) -
0T Aq jje1s woddng iny -
2T Ag siossassy in) -
(uononpal %0v~) 05 Aq [[9D UYM 1D -
(Sutwwiiay  peaysano, awos isnf ‘suaAejd an|q pieoqAay-uo 03 sinod ou) pauued se sweal Jo # daay -
101Ul YO4dO 13 @n|g Suidasy uo pasnood ((%0Z~) 061 JO Xedz/. undiooy 03 saduey)y -

AON 9 A AQ p,XuUBI™*3[NPaYIS PUE SIDPUIE Ul XNPal %0Z--951049X3 ,2d0ds pasnpay,, 4N19d -

alepdn T-vT Sejd 199AD §

Q3IRISSYIINN



ot Q3IHEISSTIINN

suoissnasig/suonsanp

QA3141SSYIONND



it cHPTpEINES | 41SSY1ONN

T0608£0Z :uD Ajissereq
80T0Z00Z :pa3EQ

¢S-T INSSD/VSN ‘Wwotg panuaq
ANV

TTOTTTOZ ‘paieq .

ALODHIFAISN sWodq panuaQ
' aoes (e)a)Ag PRLISSE]D |

sl mcam:n_ S1Y1 JO UOIIBIIISSE|D [[B12A0 3Y |

HECE NI C ST NI I e S AR i e g g e

00ET-0€80 ‘€T0T 12qWINON ¢Z
:3UI199|A] IXON

(€102 499010 7Z)
FIBEETTY Em_ocmEEou
u:wcoo_Eou 19qAD




DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD Suite 6171
FORT GEORGE G. MEADE, MARYLAND 20755

NOV 1 1 2018
Michael Martelle

The National Security Archive
Gelman Library, Suite 701
2130 H Street, N.W.
Washington, D.C. 20037

Dear Mr. Martelle,

Thank you for your September 21, 2018 Freedom of Information Act (FOIA) request for the
Deputy Commander’s memorandum establishing Initial Operational Capablllty (1oc)
Designation of Joint Force Headquarters Cyber (JFHQ-C).

As the initial denial authority, | am partially denying.portions of the document under 5 U.S.C. §
552(b)(3). The denied portions contain personally identifying information regarding personnel
assigned to a sensitive unit exempt from disclosure under 10 U.S.C. § 130b (labeled as

(b)(3)). U.S. Cyber Command is a sensitive unit,

If you are not satisfied with our action on this request, you may file an administrative appeal
within 90 calendar days from the date of this letter by U.S. mail or email. If you submit your
appeal in writing, please address it to ODCMO, Director of Oversight and Compliance, 4800
Mark Center Drive, ATTN: DPCLTD, FOIA Appeals, Mailbox #24, Alexandria VA 22350-
1700. If you submit your appeal by email please send it to OSD.FOIA-APPEAL@mail.mil.
All correspondence should reference U.S. Cyber Command case tracking number 19-R023.

Additionally, you may contact the Office of Government Information Services (OGIS), which
provndes mediation services to help resolve disputes between FOIA requesters and Federal
agencies. Contact information is 8601 Adelphi Road — OGIS, College Park, MD 20740- 6001.
OGIS ay also be reached at ogis@nara.gov, 202-741-5770, and 1-877-684-6448.

Sincerely,

oo Wit

ROSS A. MYERS
Rear Admiral, U.S Navy
Chief of Staff



18-R0O31

The National Security Archive

The George Washington University Phone: 202/994-7000
Gelman Library, Sulte 701 Fax: 202/9594-7005
2130 H Street, N.W. nsarchiv@gwu.edu
Washington, D.C, 20037 www.nsarchive,org

Friday, September 21, 2018

‘9800 Savage Road, Suite 6171
Fort George G. Meade, MD 20755

Re: Request under the FOIA, in reply refer to Archive# 20181229CYB010

Dear :

Pursuant to the Freedom of Information Act (FOIA), I hereby request the foilowing:

"The Deputy Commander memorandum for Service Cyber Component Commanders Establishing
Initial Operational Capability (10C) Designation af Joint Force Headquarters - Cyber (JFHQ-C)"
issued September 30, 2013,

If you regard any of these documents as potentm!iy exempt from the FOIA's disciosure reqmrernenls I
request that you nonetheless exercise your discretion to disclose them. As the FOIA requires, please
release all reasonably segregable non exempt portions of documents. To permit me to reach an intelligent
and informed decision whether or not to file an administrative appeal of any denied material, please
describe any withheld records (or portions thereof) and explain the basis for your exemption claims,

As a representative of the news media, the National Security Archive qualifies for "representative of the
news media" status under 5 U.S.C. Sec. 552(a)(4)(A)(ii)(Il) and, therefore, may not be charged search
and review fees. (See National Security Archive v. U.S. Department of Defense, 880 F.2d 1381 (D.C.
Cir. 1989), cert denied, 1108 Ct. 1478 (1990)). This request is made as part of a scholarly and news
research project that is intended for publication and is not for commercial use. For detaiis on the
Archive's research and extensive publication activities please see our website at www.nsarchive.org.

To expedite the release of the requested documents, please disclose them on an interim basis as they
become available to you, without waiting until all the documents have been processed. Please notify me
before incurring any photocopying costs over $100. If you have any questions regarding the identity of
the records, their location, the scope of the request or any other matters, please cail me at (202) 994-7000
or email me at foiamail@gwu.edu. [ look forward to recewmg your response wsthln the twenty day
statutory time period.

Si c?:miy yours,

WY 7

ichael Manelle

An Independent non-governmental research Instituse and brary located at the George Washington Untversity, the Archive collects
and publishes dedassifled documents obtained through the Freedom of Information Act. Publication royaitles and tax deductible
cunh'lbuuunsthmugh The NarionaI Security Archive Fund, Inc, underwrite the Archive's Eudget.
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DEPARTMENT OF DEFENSE
UNITED STATES CYBER COMMAND

9800 SAVAGE ROAD, SUITE 68171
FORT GEORGE G. MEADE, MARYLAND 20755

Michael Martelle

The National Security Archive NOV 2 8 2018
Gelman Library, Suite 701

2130 H Street, N.W.

Washington, D.C. 20037

Dear Mr. Martelle,

- Thank you for your QOctober 4, 2018 Freedom of Information Act (FOIA) request for the
JTF-ARES briefing on OPERATION GLOWING SYMPHONY given in November 2016.

After careful consideration, U.S. Cyber Command is withholding the briefing in its entirety.
As the initial denial authority, 1 am denying the information under 5 U.S.C. § 552(b)(1) and
(b)(3). The briefing contains classified national security information under the criteria of
Executive Order 13526 (labeled as (b)(1)) and defense critical infrastructure security
information exempt from disclosure under 10 U.5.C. § 130e (labeled as (b)(3)).

If you are not satisfied with our action on this request, you may file an administrative appeal
within 90 calendar days from the date of this letter by U.S. mail or email. 1f you submit your
appeal in writing, please address it to ODCMO, Director of Oversight and Compliance, 4800
Mark Center Drive, ATTN: DPCLTD, FOIA Appeals, Mailbox #24, Alexandria VA 22350-
1700. If you submit your appeal by email please send it to OSD.FOIA-APPEAL@mail.mil.
All correspondence should reference U.S. Cyber Command case tracking number 19-R016.

Additionally, you may contact the Office of Government Information Services (OGIS), which
provides mediation services to help resolve disputes between FOIA requesters and Federal
agencies. Contact information is 8601 Adelphi Road — OGIS, College Park, MD 20740-6001.
OGIS may also be reached at ogis@nara.goyv, 202-741-5770, and 1-877-684-6448.

Sincerely,

oo

ROSS A. MYERS
Rear Admiral, U.S Navy
Chief of Staff



Mok M2 18-R024

The National Security Archive

"The George Washington University - S © Phane: 202/934-7000
Getman Lihrary, Sulte 701 : - 'Fak: 202/994-7005
2130 H Street, NW. : nsarchiv@gvru.edu
Washinaton, D.C. 20037 ' www.nsarchive.0ig
. ) . ) ’ « ‘
USCYBERCOM/IO FOIA

9800 Savage Road, Suite 6171
Fort George G. Meade, MD 20755

‘ Re: Request under the FOLA, in reply refer lo Archive# - . 20181017CYBBG;‘1:
Dear

Pursuint to the Freedom of Infermation Act (FOIA), I hereby faguest the follow'i.ng: .

Any materials prepared for the following presentations to the Defense Science Board Task Force on

Cyber as a Strategic Capability:

1. Perspective on USCYBERCOM Capabilities and Moda[mes given by Dr. Srephen Or IV on 03-08

QOci 2016

2. USCYBERCOM Perspeccwe givert. by RADAM TI White on

_ 05-06 Oce 2016
"3, Briefing on Operational Srrarcgy ngen by Dr. Rcchard Harknest on 05-06 Ocr 2016
4. Brigfing on the foin! 1ntelhgcnce Operations Center given by CAPT Mike Studeman on 30 Nov-]
Dec 2016

-/5 Briefing on Glaba! C}berspace Operarmns Synchramzauon(GCOSJ given by COI.. Stephen Leicheer
on 2{-22 Feb 2017 _
6. Briefing on the USCY. BERC oM ExcurstamC}-ber { nnovanan Lab given by Col Mike Burke of :he
Cyber National Mission Force on 21-22 Feb 2017
7. The USCYBERCOM-CIO Perspective presented by Mr. G. Dennis Bartko of the USCYBERCOM
Capabilities Development Group on 04-05 Apr. 2017
&8). Brigfing on Qperation GLO WING STMPHONY. given by Brig Gen Tim Haugh and Capt Steve
Danald ofJTF-AreJ on 30 Nov-I Dec 2016

i you regard any of these documents as powentiatly exemin from the FOIA's disclusure requirements, I
reguest that you nonetheless exercise your discretion to disclose-them: A the FOLA réquires, please
relcase all reasonably seureoable non exempt portions of documents. To permit me to tedch an intetligent
and infoemad decision whether or not 1o file an administeative appeal of any denied material, please
dosceibe any withheld records {or portions thereof) and explain the basis for your exemption claims.

As @ representutive of the new's media, the National Security Archive qualifies for "represemative of the
news medin” status under 5 U.S.C. Sec. 3532(a)(3 X AGH(H) and, therefore, may not be charged search
and review fees (Sce Netional Security Archive v, U.5. Depﬂrrmenr of Defense, 380 F.2d 1381 (D.C.
Cir. 1989), cerrdenied, 1108 CL 1478 (1990)). This request is orade as pat ot a scholarly and news
research project that is intended for publication and is not for commerial use, For details on the
Archive's reseurch und extenstve publicativn autivities ple.m: see our website at www. nsarchive.org,

£

An Independent non-gouemmental resesrch tastitute and.i'bézey lotated ot the Goorge wasningtan Untrarsiy, the Archive Loflects
and pUbNIShes declassties dotuments shtamad through thi Fre=nom of Infarmation ATt Publication royafties and tax decuctible
coatributions through The Natlonal Securiy ArChive Fuad, Tac. undeiwdte the Archlves Budpet.



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G. MEADE, MARYLAND 20755

OCT 1 02019
Jurre van Bergen
MuckRock News
DEPT MR 80877
411A Highland Ave S _
Somerville, MA 02144 ' Re: USCC 19-R086

Dear Mr. Van _Bergen,'

Thank you for your September 25, 2019 Freedom of Information Act (FOIA) request for talking
points regarding Reuters news articles about CyberPoint, DarkMatter, and NESA in 2019.

After a thorough search of our files, we did not locate records responsive to your request.
If you are not satisfied with our action on this request, you have the right to seek dispute
resolution services from the DoD FOIA Public Liaison or the Office of Government Information

Services. You also have the right to file an administrative appeal. Information regarding these
services is enclosed. '

Sincerely,

LOUISY. NOLAN, GG14, DAF

Chief, Command Secretariat

Attachments:
Enclosure a/s



Re: USCC 19-R086

DoD FOIA Public Liaison:

Mr. Darrell Williams 0CT 1
Phone: (571) 371-0462 0 2619

Email: osd.me-alex.odemo.mbx.dod-foia-policy-office@mail.mil

Office of Government Information Services:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road — OGIS

College Park, MD 20740-6001

Email: ogis@nara.gov

Phone: (202) 741-5770

Toll Free: 1-877-684-6448

Fax: (202) 741-5769

Administrative Appeal:

Ms. Joo Chung

ODCMO Director of Oversight and Compliance
4800 Mark Center Drive

ATTN: DPCLTD, FOIA Appeals, Mailbox #24
Alexandria, VA 22350-1700

Email: osd.foia-appeal@mail.mil

* Appeal should cite case number above, be clearly marked “FOIA Appeal”, and filed
within 90 calendar days from the date of this letter.



19-R086

From: : 80877-51043431 @requests.muckrock.com

Sent: Wednesday, September 25, 2019 10:59 AM

To: CYBERCOM_FOIA '

Subject: : [Non-DoD Source] Freedom of Information Act Request: Talking Points UAE

U.s. Cyber Command

FOIA Office

Suite 6171 Fort George G.

9800 Savage Road

Meade, MD 20755

September 25, 2019

To Whom It May Concern:

Pursuant to the Freedom of Information Act, I hereby request the following records:

Any talking points considering reports of Reuters news articles about Cyberpbin_t LIC a firm in Baltimore, MA,
Dark Matter, a firm in the United Arab Emirates and the Kingdom of the United Arab Emirates as well as
NESA, National Electronic Security Authority, of the year 2019. '

" The news article in question: https://wWw.reuters.com/i'nvestigates/special-report/usa'—spying-ravenf

The requested documents will be made available to the general pubhc and this request is not being made for
'commercxal purposes. I am a member of the press.

In the event that there are fees, I would be grateful if you would inform me of the total charges in advance of
fulfilling my request. [ would prefer the request filled electronically, by e-mail attachment if available or CD-
ROM if not. ' '
Thank you in advance for your anticipated 6ooperation_ in this matter.

1 look forward to receiving your responsé to this request within 20 business days, as the statute requires.

Sincerely,

Jurre van Bergen

jul're@ocbrp.org

"~ Filed via MuckRock com

E-mail (Preferred): 80877-5104343 l@requests muckrock.com

Upload documents directly:
https://accounts.muckrock.com/accounts/login/?next=https%3 A%2F%2Fwww.muckrock. com%2Faccounts%2

Flogin%2F%3Fnext%3D%252Faccounts%252Fagency logm%252Fus -cyber-command- 17349%252Ftalkmg-.
points-uae-



80877%252F%253Femail%253DCYBERCOM_F OL*—\%252540cybercom.mil&url_éuth_token=AABT4M_V2
YOPK7 s83DY-xf01gc%3A1iD8IK%3A5G3qPx-CRWOnEyet_rul- oALPk
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know.

For mailed responses, please address (see note):
MuckRock News

DEPT MR 80877

411A Highland Ave

Somerville, MA 02144-2516

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock
by the above in order to better track, share, and manage public records requests. Also note that improperly
addressed (i.e., with the requester's name rather than "MuckRock News" and the department number) requests

might be returned as undeliverable.



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G. MEADE, MARYLAND 20755

OCT 1 2010

(b) (6)
Alexander Budzyn ’

Re: USCC 19-R089

Dear Mr. Budzyn,

Thank you for your September 25, 2019 Freedom of Information Act (FOIA) request regarding
“the role of Alexander Budzyn in the defense of the USA cyberspace”.

After a thorough search of our files, we did not locate records responsive to your request.
If you are not satisfied with our action on this request, you have the right to seek dispute
resolution services from the DoD FOIA Public Liaison or the Office of Government Information

Services. You also have the right to file an administrative appeal. Information regarding these
services is enclosed.

Sincerely,

LOUIXNOLAN, GGl4, DAF

Chief, Command Secretariat

Attachmenits:
Enclosure a/s



Re: USCC 19-R089

DoD FOIA Public Liaison:

Mr. Darrell Williams OCT 1 02019
Phone: (571) 371-0462
Email: osd.mc-alex.odemo.mbx.dod-fdia-

Office of Government Information Services:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road — OGIS

College Park, MD 20740-6001

Email: ogis@nara.gov

Phone: (202) 741-5770

Toll Free: 1-877-684-6448

Fax: (202) 741-5769

Administrative Appeal:

Ms. Joo Chung

ODCMO Director of Oversight and Compliance
4800 Mark Center Drive -

ATTN: DPCLTD, FOIA Appeals, Mailbox #24
Alexandria, VA 22350-1700

Email: osd.foia-appeal@mail.mil

* Appeal should cite case number above, be clearly marked “FOIA Appeal”, and filed
- within 90 calendar days from the date of this letter.



FOIA Request 82711 19-R0O89

The following list contains the entire submission submitted September 25, 2019 04:50:02pm ET, and is
formatted for ease of viewing and printing.

Contact information

First name Alexander
Last name : Budzyn
Mailing Address '
City
State/Province
Postal Code R P (b) (6)
Country United States

Phone

Email

Request

Request ID 82711
Confirmation ID 82186
Request description The role of Alexander Budzyn in the defense of the USA cyberspace.

Supporting documentation

Fees
f:tg;::';' D scientific
Fee waiver yes .
This fee waiver is a necessity in bringing transparency to the Citizens of the
. United States of America. My role in the defense of the cyberspace has reached a
Explanation

new role in the public perception. My character can help keep the vision of the US
in line with current goals.

Willing to pay 120.00

Expedited processing

Expedited Processing no



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G MEADE, MARYLAND 20755

OCT 1 0 20

Eric Levai

Re: USCC 20-R00!

. "(b) (6)
Dear Mr. Levai,

Thank you for your October 5, 2019 Freedom of Information Act (FOIA) reqﬁest for documents
regarding the firm Wikistrat.

Afier a thorough search of our files, we did not locate records responsive to your request.

If you are not satisfied with our action on this request, you have the right to seek dispute
resolution services from the DoD FOIA Public Liaison or the Office of Government Information
Services. You also have the right to file an administrative appeal. Information regardinig these
services is enclosed.

Sincerely,

e /‘ }7 )/ 7
/ 7/ 4
‘j‘/\v‘iﬁas"’ / //ﬁ-_{d

/X

LOUIS J. NOLAN, GG 14, DAF
Chief, Command Secretariat

Attachments:
Enclosure a/s



Re: USCC 20-R001

DoD FOIA Public Liaison:

Mr. Darrell Williams . 0CT 1 2019
Phone: (571) 371-0462 _
Email: osd.me-alex.odemo.mbx.dod-foia-policy-office@mail .mil

Office of Government Information Services:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road — OGIS

College Park,-MD 20740-6001

Email: ogis@nara.gov

Phone: (202) 741-5770

Toll Free: 1-877-684-6448

Fax: (202) 741-5769

Administrative Appeal:

Ms. Joo Chung

ODCMO Director of Oversight and Compliance
4800 Mark Center Drive

ATTN: DPCLTD, FOIA Appeals, Mailbox #24
Alexandria, VA 22350-1700 '

Email; osd.fqia-appeal@mail.mil

* Appeal should cite case number above, be clearly marked “FOIA Appeal”, and filed
within 90 .calendar days from the date of this letter.



FOIA Request 84691 20-R0O01

The following list contains the entire submission submitted October 05, 2019 10:20:02pm ET, and is formatted
for ease of viewing and printing. ' :

Contact information

First name Eric B) (8
Last name : Levai ’
Mailing Address

City
State/Province
Postal Code
Country United States
Company/Organization Forensic News -

Email eric@forensicnews.net

Request

Request ID 84691
Confirmation ID 84166

Documents related to Wikistrat, the private intélligence firm, including, but

Request description .. . . )
1 P not limited to, simulations, war games, analysis, etc.

Supporting documentation

Fees
Request category ID media
Fee waiver ' yes
- Explanation : Media request

Expedited processing

Expedited Processing : " no



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD; SUITE 6171
FORT GEQRGE G. MEADE, MARYLAND 20755

Michael Martelle

The National Security Archive

Gelman Library, Suite 701

2130'H Street, NW . _ .

Washington, DC 20037 ' Re: 19-R0O77

Dear Mr. Martelle,

Thank you for your July 25, 2019 Freedom of Information Act (FOIA) request for matenal
regarding USCYBERCOM support to NSA/CSS Cybersecurity Directorate.

After a thorough search of our files, we did not locate records responsive to your request.

If you are not satisfied with our action on this request, you have the right to seek dispute
resolution services from the DoD FOIA Public Liaison or the Office of Government Information
Services. You also have the rlght to file an administrative appeal. Information regarding these
services is enclosed.

Sincerely,

@w@%@w‘%

PAUL R. GUEVIN II1, GG15, DAF
Chief Knowledge Officer

Attachments:
Enclosure a/s



Re: 19-R0O77

DoD FOIA Public Liaison:

Mr. Darrell Williams 0
Phone: (571) 371-0462 23 L
Email: osd.mc-alex.odcmo.mbx.dod-foia-

Office of Government Information Services:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road ~ OGIS

College Park, MD 20740-6001

Email: ogis@nara.gov

Phone: (202) 741-5770

Toll Free: 1-877-684-6448

Fax: (202) 741-5769

Administrative Appeal:

Ms. Joo Chung

ODCMO Director of Oversight and Comphance
4800 Mark Center Drive

ATTN: DPCLTD, FOIA Appeals, Mallbox #24
Alexandria, VA 22350-1700

Email: gsd.foia-appeal@mail.mil

* Appeal should cite case number above be clearly marked “FOIA Appeal” and filed
within 90 calendar days from the date of this letter.



| 19-R0O77
The National Security Archive

The Gearge Washington University . Phone: 202/994-7000
Gelman Library, Suite 701 . Fax: 202/994-7005
2130 H Street, N.W, ) : nsarchlv@gwu.edu
Washington, D.C. 20037 _ - www.nsarchive.org

Thursday, July 25, 2019

9800 Savage Road, Suite 6171
Fort George G. Meade, MD 20755

Re: Request under the FOIA, in reply refer to Archive# 20190974CYBO023

Bear :

Pursuant to the Freedom of Information Act (FOIA), 1 he'reby request the following:

Any materials, including but not limited to orders or bricfings, regarding USCYBERCOM support to
the NSA/CSS Cybersecurity Directarate.

If you regard any of these documents as potentially exempt from the FOIA's disclosure requirements, |
request that you nonetheless exercise your discretion to disclose them. As the FOIA requires, please '
release all reasonably segregable non exempl postions of documents. To permit me to reach an intelligent
and informed decision whether or not to file an administrative appeal of any denied material, please
describe any withheld records (or portions thereof) and explain the basis for your exemption claims.

As a representative of the news media, the National Security Archive qualifies for "representative of the
news media" status under 5 U.S.C. Sec. 552(a)(4)(A)(ii)(II) and, therefore, may not be charged search
and review fees. (See National Security Archive v. U.S. Department of Defense, 880 F.2d 1381 (D.C.
Cir. 1989), cert denied, 110 8 Ct. 1478 (1990)). This request is made as part of a scholarly and news
research project that is intended for publication and is not for commercial use. For details on the
Archive's research and extensive publication activities please see our website at wiww.nsarchive.org.

To expedite the release of the requested documents, please disclose them on an interim basis as they
become available to you, without waiting until all the documents have been processed. Please notify me
before incurring any photocopying costs over $100. If you have any questions regarding the identity of
the records, their location, the scope of the request or any other matters, please call me at (202) 994-7000
or email me at foiamail@gwu.edu, 1look forward to receiving your response within the twenty day

statutory time period.
Sinctrely youss, )

“ Michael Marteﬂe -

An Independent non-govemmental research Institute and library located at the Gearge Washington Universicy, the Archlve collects
and publishes dectassified documents obt@ined through the Freedom of Infarmation Act. Publication royaltles and tax deductible
contributions through The National Securlty Archive Fund, Inc. underwrite the Archive's Budget.



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G. MEADE, MARYLAND 20755

OCT 3 12019
- Jurre van Bergen
MuckRock News
DEPT MR 80877
411A Highland Ave '
Somerville, MA 02144 : Re: 19-R087

Dear Mr, Van Bergen,

Thank you for your September 25, 2019 Freedom of Information Act (FOIA) request for
documents from 2014 regarding CyberPoint and/or DarkMatter collaboration with NESA.

After a thorough search of our files, we did not locate records responsive to your request.

If you are not satisfied with our action on this request, you have the right to seek dispute
resolution services from the DoD FOIA Public Liaison or the Office of Government Information
Services. You also have the right to file an administrative appeal. Information about these
services is enclosed. '

Sincerely,
M,Q -
PAUL R. GUEVINI, GG15, DAF

Chief Knowledge Officer

Attachments:
Enclosure a/s



Re: 19-R087

DoD FOIA Public Liaison:

Mt. Darrell Williams
Phone: (571) 371-0462 | 0CT 3 1 2019

Email: osd.mc-alex.odcmo.mbx.dod-foia-

_Ofﬁce of Government Information Services:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road ~ OGIS
College Park, MD 20740-6001
Email: ogis@nara.gov
Phone: (202) 741-5770
" Toll Free: 1-877-684-6448
Fax: (202) 741-5769

Administrative Appeal:

Ms. Joo Chung .

ODCMO Director of Oversight and Compliance
4800 Mark Center Drive

ATTN: DPCLTD, FOIA Appeals, Mailbox #24
Alexandria, VA 22350-1700 '

Email: psd.foia-appeal@mail.mil

* Appeal should cite case number above, be clearly marked “FOIA Appeal”, and filed
within 90 calendar days from the date of this letter.



19-R087

‘From: 80879-74495780@requests.muckrock.com

Sent: Wednesday, September 25, 2019 11:13 AM

To: ' CYBERCOM_FOIA

Subject: [Non- DoD Source] Freedom of Information Act Request: Dark Matter/NESA

U.s. Cyber Command
FOIA Office

Suite 6171 Fort George G.
9800 Savage Road
Meade, MD 20755

September 25,2019
To Whom It May Concern:
Pursuant to the Freedom of Information Act, I hereby request the following ré‘cords:

Planning documents contracts, email communication, memos and/or reports describing Dark Matter's
collaboration with NESA and/or Cyberpoint LLC collaboratlon with NESA in the UAE. I'm specifically
looking for documents in the year of 2014.

Id also like to request any e-mail correspondence, memo's, contracts and reports in 2014 bctween Cyberpomt _
LLC. If this is too voluminous, i'd like to focus on the first half year of 2014.

T am seeking information explaining the goal and purpose of the collaboration between Cyberpoint LLC and
Dark Matter collaboration with NESA in the United Arab Emirates and what the role of the United States is.

The requested documents will be made available to the general publxc, and this request is not being made for
commercial purposes. I am a member of the press

In the event that there are fees, I would be grateful if you would inform me of the total charges in advance of
fulfilling my request. I would prefer the request filled electronically, by e-mail attachment if available or CD-

ROM if not.

Thank you in advance for your anticipated cooperation in this matter.

I look forward to receiving your response to this request within 20 business déys, as the statute requires.
Sincerely,

Jurre van Bergen

jurre@occrp.org

Filed via MuckRock.com

E-mail (Preferred): 80879744957 SO@requests.muckrock.com
1.



Upload documents directly:
https://accounts.muckrock.com/accounts/login/?next=https%3 A%2F%2F www.muckrock. com%2Faccounts%2
Flogin%2F%3Fnext%3D%252Faccounts%252Fagency login%252Fus- cyber-command -17349%252Fdark-

" .matternesa- .

80879%252F%253Femail%253DCYBERCOM_FOIA%252540cybercom.mil&url _: auth token—AABT4M V2
YOPK7 s83DY-xf01gc%3A1iD8yv%3A2ZZgczPOIBsXCe_aJAVS_pXAiTE
Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know.

For mailed responses, please address (see note):
MuckRock News

DEPT MR 80879

- 411A Highland Ave

Somerville, MA 02144-2516

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock
by the above in order to better track, share, and manage public records requests. Also note that improperly
addressed (i.e., with the requester's name rather than "MuckRock News" and the department number) requests
might be returned as undeliverable.



DEPARTMENT OF DEFENSE

~ UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6171 -
FORT GEORGE G. MEADE, MARYLAND 20756

OCT 0 5 2000
Cristin Monahan
The National Security Archive
Gelman Library, Suite 701
2130 H Street, N.'W.
Washington, D.C, 20037 Re: 20-R057

Dear Ms. Monahan,

Thank you for your July 27, 2020, Freedom of Information Act (FOIA) request for material
pertaining to Xi*an Tian He Defense Technology Co. Ltd. or its subsidiaries.

Afier a thorough search of our files, we did not locate records responsive to your request.

I you are not satistied with our action on this request, you have the right to seek dispute
resolution services from the DoD FOIA Public Liaison or the Office of Government Information
Services. You also have the right to file an administrative appeal. Information regarding these

_services 1s enclosed.
Sincgrely,
| ( M N

PAUL R. GUEVINIIL GG15, DAF
Chief Knowledge Officer

Attachments:
Enclosure a/s



Re: 20-R057

DoD FOIA Public Liaison:

Mr. Darrell Williams
Phone: (571) 371-0462 : ‘ ocr
Email: osd.me-alex.odemo.mbx.dod-foia~-policy-officef@mail.mil 0 5 202 0

Office of Government Information Services:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road ~ OGIS

College Park, MD 20740-6001

Email: ogis@nara.gov

Phone: (202).741-5770

Toll Free: 1-877-684-6448

Fax: (202) 741-5769

Administrative Appeal:

Ms. Joo Chung

ODCMO Director of Oversight and Compliance
4800 Mark Center Drive

ATTN: DPCLTD, FOIA Appeals, Mailbox #24
Alexandria, VA 22350-1700

Email: osd.foia-appeal@mail.mil

* Appeal should cite case number above, be clearly marked “FOIA Appeal”, and filed
within 90 calendar days from the date of this letter.



20-R0O57
The National Security Archive

The George Washington University Phone: 202/994-7000
Gelman Library, Sulte 701 Fax: 202/994-7005
2130 H Street, N.W. nsarchiv@gwu.edu
Washington, D.C. 20037 www.nsarchive,org

Monday, July 27, 2020

USCYBERCOM/JO FOIA
9800 Savage Rd., Ste. 6171
Fort George G. Meade, MD 20755

Re: Request under the FOIA, in reply refer to Archive# 20200679CYB012

Dear FOIA Officer :

Pursuant to the Freedom of Information Act (FOIA), I hereby request the following:

Any documents or communications pertammg to Xi'an Tianhe Defense Technology Company Limited,
or to any of its subsidiaries.

If you regard any of these documents as potentially exempt from the FOIA's disclosure requirements, 1
request that you nonetheless exercise your discretion to disclose them. As the FOIA requires, please
release all reasonably segregable non exempt portions of documents. To permit me to reach an intelligent
and informed decision whether or not to file an administrative appeal of any denied material, please
describe any withheld records (or portions thereof) and explain the basis for your exemption claims,

As a representative of the news media, the National Security Archive qualifies for "representative of the
news media" status under 5 U.S.C. Sec. 552(a)(4)(A)(ii)(IT) and, therefore, may not be charged search
and review fees. (See National Security Archive v. U.S. Department of Defenise, 880 F.2d 1381 (D.C.
Cir. 1989), cert denied, 110 S Ct. 1478 (1990)). This request is made as part of a scholarly and news
research project that is intended for publication and is not for commercial use. For details on the
Archive's research and extensive publication activities please see our website at www.nsarchive.org.

To expedite the release of the requested documents, please disclose them on an interim basis as they
become available to you, without waiting until all the documents have been processed. Please notify me
before incurring any photocopying costs over $100. If you have any questions regarding the identity of
the records, their location, the scope of the request or any other matters, please call me at (202) 994-7000
or email me at foiamail@gwu. edu Ilook forward to receiving your response within the twenty day
statutory time penod

Smcerely yours,

Crls%onahan

An independent non-governmental research institute and library located at the George Washington University, the Archive collects
and publishes declassified documents obtained through the Freecom of Information Act. Publication royalties and tax deductible
contributions through The National Security Archive Fund, Inc. underwrite the Archive's Budget.



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G. MEADE, MARYLAND 20755

0CT 0 5 2020
Taylor Matthews
Lewis Rice LLC
600 Washington Ave, Ste 2500
Saint Louis, MO 63101 _ Re: 20-R061

Dear Mr. Matthews,

* Thank you for your August 20, 2020, Freedom of Information Act (FOIA) request for material
regarding Atigeo. : . ' :

After a thorough search of our files, we did not locate records responsive to your request.

If you are not satisfied with our action on this request, you have the right to seek dispute
resolution services from the DoD FOIA Public Liaison or the Office of Government Information
Services. You also have the right to file an administrative appeal. Information regarding these
services is enclosed. : '

Sincerely,

| | -
PAUL R. GUEVIN T, GG15, DAF

Chief Knowledge Officer

Attachments:
Enclosure a/s



Re: 20-R061

DoD FOIA Public Liaison:

Mr. Darrell Williams
Phone: (571) 371-0462
"Email: gsd.me-alex.odemo.mbx.dod-foia-

0CT 052020

Office of Government Information Services:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road — OGIS

College Park, MD 20740-6001

Email: ogis@nara.gov

Phone: (202} 741-5770

Toll Free: 1-877-684-6448

Fax: (202) 741-5769

Administrative Appeal:'

Ms. Joo Chung

ODCMO Director of Oversight and Compliance
4800 Mark Center Drive

ATTN: DPCLTD, FOIA Appeals, Mailbox #24
Alexandria, VA 22350-1700

Email: osd. fom-appeal@mail mil

* Appeal should cite case number above, be clear]y marked “FOIA Appeal”, and filed
within 90 calendar days from the date of lhlS letter.



FOIA Request 153971

The following list contains the entire submission submitted August 20, 2020 02:40:03pm E.T, and is formatted
for ease of viewing and printing. '

Contact information
First name Taylor
Last name Matthews
Mailing Address 600 Washington Ave,, Ste. 2500
City = Saint Louis
State/Province MO
Postal Code 63101
- Country United States
Phone 314-444-1372
Fax ' 314-612-1372
Company/()rganization Lewis Rice LLC
'Email ' tmatthews@lewisrice.com
Request
" Request ID 153971
Confirmation '
D 153446 | | |
I request that a copy of the following document(s) be provided to me: - All contracts
between the Department of Defense (or any subdivision or component thereof) and
Atigeo; - All communications regarding Atigeo’s performance or lack of performance
under any contract with the Department of Defense (or any subdivision or component
_ thereof); - All communications regarding problems implementing Atigeo’s software
(including xPatterns) and problems normalizing and ingesting data to be analyzed by
?::}:::;:ion Atigeo’s software (including xPatterns); - All communications regarding the

performance or lack of performance of any cyber-security solutions or software
provided by Atigeo, including but not limited to its xPatterns product; - Documents
sufficient to show the payments made to Atigeo; and - All communications regarding
evaluation of Atigeo’s performance, including but not limited to any communications
regarding breach of any contract with the Department of Defense (or any subdivision
or component thereof). | -

Supporting documentation

Fees

20-R0O61



Request category ID
Fee waiver
Willing to pay

commercial
no
$1000

Expedited processing

Expedited Processing

no



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G, MEADE, MARYLAND 20755

OCT 2 1 2005
Eric Geller
Politico
1000 Wilson Blvd, 8th Floor

Arlington, VA 22209 _ Re: 20-R037

Dear Mr. Geller,

Thank you for your March 3, 2020, Freedom of Information Act (FOIA) request for “all
Vulnerabilities Equities Process annual reports and other VEP documents distributed to U.S.
Cyber Command in its role as a member of the VEP Equities Review Board.”

After a thorough search of our files, we did not locate records responsive to your request.

[f you are not satisfied with our action on this request, you may seek dispute resolution services
~ from the DoD FOIA Public Liaison or the Office of Government Information Services. You also
have the right to file an administrative appeal. Information regarding these services is enclosed.

Sincerely,

fud s

PAUL R. GUE I, GG15, DAF
Chief Knowledge Officer

Attachments:
Enclosure a/s



- Re; 20-R037

DoD FOIA Public Liaison:

Mr. Datrell Williams : ' ocr 2 1. 2020
Phone: (571) 371-0462
Email: osd.mc-alex.odemo.mbx.dod-foia-policy-office@mail.mil

Office of Governiment Informatioh Services:

Office of Government Information Services
National Archives and Records Admlmstratlon
8601 Adelphi Road — OGIS

College Park, MD 20740-6001

Email: ogis@nara.gov

Phone: (202) 741-5770

Toll Free: 1-877-684-6448

Fax: (202) 741-5769

Administrative Appeal:

Ms. Joo Chung

ODCMO Director of Oversight and Compliance
4800 Mark Center Drive

ATTN: DPCLTD, FOIA Appeals, Mailbox #24
Alexandria, VA 22350-1700

Email: osd. foia-appeal@mail.mil

*Appeal should cite case number above, be clearly marked “FOIA Appeal” and filed
within 90 calendar days from the date of this letter.



20-R037

From: Eric Geller <egeller@poalitico.com> -

Sent: ' Tuesday, March 3, 2020 10:57 AM

To: _ ' CYBERCOM_FCOIA

Subject: ' [Non-DoD Source] FOIA request: VEP reports and documents
Heilo,

This is a request under the Freedom of Information Act. | hereby request the following records:

All Vulnerabilities Equities Process annual reports and other VEP documents distributed to U.S. Cyber Command in its
role as a member of the VEP Equities Review Board. See here for more information:
https://www.whitehouse.gov/sites/whitehouse.gov/files/images/External?20-
%20Unclassified%20VEP%20Charter%20FINAL.PDF Please search for records since November 15, 2017.

| request a fee waiver as a member of the news medfa. The requested records are essential to producing journalism that
informs the public about government operations, Exa mples of my work can be found here:
https://www.pglitico.com/staff, eric-f eller

if, notwithstanding the waiver, there are any fees for searching, reviewing, or'c_opy'ing the records, please let me know
before you task my request. I am willing to pay fees for this request up to a maximum of $50. If you estimate that the
fees will exceed this fimit, please inform me first. '

If you determine that any of the applicable records is exempt from disclosure, | request a list of those documents as
required by Vaughn v. Rosen, 484 F.2d 820 (D.C. Cir. 1973), cert. denied, 415 U.S. 977 {1972). A "Vaughn index" must

* describe the withheld documents in enough detail “to permit a reasoned judgment as to whether the material is actually
exempt under FOIA.” Founding Church of Scientology v. Bell, 603 F.2d 945, 949 (D.C. Cir. 1979). In addition, the index
must “describe each document or portlon thereof withheld, and for each withholding it must discuss the consequences
of supplying the sought-after information.” King v. U.S. Dep’t of Justice, 830 F.2d 210, 223-24 (D.C. Cir. 1987).
Furthermore, “the withholding agency must supply ‘a relatively detailed justification, specificaily identifying the reasons
why a particular exemption is relevant and correlating those claims with the particular part of a withheld document to
which they apply.”” Id.at 224 (citing Mead Data Central v. U.S. Dep’t of the Air Force, 566 F.2d 242, 251 {D.C. Cir. 1977}).

if some of the records | request are exempt from disclosure, please provide to me all reasonably segregable non-exempt
sections of these records. See 5 U.S.C. § 552(b). If a document contains such non-exempt sections, but you assert that
they are spread out across the document in such a way that segregation would be impossible, please explain which
sections of the document are non-exempt and how those sections are spread out across the document. Mead Data
Central, 566 F.2d at 261. If you make a claim that a section is non-segregable, you must provide the same level of detail
as described above for a Vaughn index. If you deny my request entirely, please state that |t is not appropriate to
segiregate sections of the records for dlsciosure

I wolld prefer to receive all correspondence and records electronically, but if that is not possible, my physical address is:

Eric Geller

Politico

1000 Wilson Blvd, 8th Floor
Arlington, VA 22209



Thank you in advance for your anticipated cooperation in this matter. | look forward to receiving your response to this
request within 20 business days, as the statuté requires. : '

Eric Geller
Cybersecurity Reporter
POLITICOPro

_ Cell: (301) 547-6954
Desk: (703) 647-8571
Twitter: @ericgeller



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
' 9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G. MEADE, MARYLAND 20755

0CT 2 1 2020
Cristin Monahan -
- The National Security Archive
Gelman Library, Suite 701
2130 H Street, N.W.

Washington, D.C. 20037 -~ Re; 21-R001

Dear Ms. Mdnahan,

Thank you for your October 2, 2020, Freedom of Information Act (FOIA) request for material
regarding Chinese Cybersecurity Parks, or Information Security Industrial Parks, in Beijing,
Tianjin, and Chengdu.

After a thorough search of our files, we did not locate records responsive to your request,
If you are not satis{ied with our action on this request, you may seck dispute resolution services

from the DoD FOIA Public Liaison or the Office of Government Information Services. You also
have the right to file an administrative appeal. Information regarding these services is enclosed.

- g

PAUL R. GUE 111, GG15, DAF
Chief Knowledge Officer

Sincgrely,

Attachments:
Enclosure a/s



Re: 21-R001

DoD FOIA Public Liaison:

M. Darrell Williams _
Phone: (571) 371-0462 0cT 2 4 2020

Email: osd.mc-alex.odcmo.mbx.dod-foia-policy-office@mail.mil

Office of Government Information Services:

Qffice of Government Information Services
National Archives and Records Administration
8601 Adelphi Road — OGIS

College Park, MD 20740-6001

Email: ogis@nara.gov
-Phone: (202) 741-5770

Toll Free: 1-877-684-6448

Fax: (202) 741-5769

Administrative Appeal:

Ms. Joo Chung »
ODCMO Director of Oversight and Compliance
4800 Mark Center Drive

. ATTN: DPCLTD, FOIA Appeals, Mailbox #24
Alexandria, VA 22350-1700
Email: osd.foia-appeal@mail.mil

* Appeal should cite case number above, be clearly marked “FOIA Appeal™ and filed
within 90 calendar days from the date of this letter.



21-R0O01

' The National Security Archive
The George Washington University _ Phone: 202/994~-7000
Gelman Library, Suite 701 - Fax: 202/994-7005
2130 H Street, N.W. _ nsarchiv@gwu.edu
Washington, D.C. 20037 _ www.nsarchive.org
Friday, October 2, 2020
USCYBERCOM/J0O FOIA

93800 Savage Rd., Ste. 6171
Fort George G. Meade, MD 20755

Re: Request under the FOIA, in reply refer to Archive# 20200900CYB015

Dear FOIA Officer :

Pursuant to the Freedom of Information Act (FOTA), I hereby request the following:

For the time period between January 2017 and October 2020, any correspondence, reports or
assessments regarding Chinese cybersecurity parks, also known as Information Security Industrial
Parks, in Beljing, Tianjin, and Chengdu.

If you regard any of these documents as potentially exempt from the FOIA's disclosure requirements,
request that you nonetheless exercise your discretion to disclose them. As the FOIA requires, please
release all reasonably segregable non eéxempt portions of documents. To permit me to reach an intelligent
and informed decision whether or not to file an administrative appeal of any denied material, please
describe any withheld records (or portions thereof) and explain the basis for your exemption claims.

As a representative of the news media, the National Security Archive qualifies for "representative of the
news media" status under 5 U.S.C. Sec. 552(a)(4)(A)(ii)(I) and, therefore, may not be charged search
and review fees. (See National Security Archive v. U.S. Department of Defense, 880 F.2d 1381 (D.C.
Cir. 1989), cert denied, 1108 Ct. 1478 (1990)). This request is made as part of a scholarly and news
research project that is intended for publication and is not for commercial use. For details on the
Archive's research and extensive publication activities please se¢ our website at www.nsarchive.org.

To expedite the release of the requested documents, please disclose them on an interim basis as they
become available to you, without waiting until all the documents have been processed. Please notify me
'before incurting any photocopying costs over $100. If you have any questions regarding the identity of
the records, their location, the scope of the request or any other matters, please call me at (202) 994-7000
or email me at foiamail@gwu.edu. I look forward to receiving your response within the twenty day
statutory time period. '

Sincerely yours,

Cristin Monahan

An independent non-governmental research institute and library located at the George Washington University, the Archive collects
and publishes declassified documents obtained through the Freedom of Information Act. Publication royalties and tax deductible
contributions through The National Security Archive Fund, Inc. underwrite the Archive’s Budget.



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G. MEADE, MARYLAND 20755

o 0CT 2 2 2020
Cristin Monahan
The National Security Archive
Gelman Library, Suite 701
2130 H Street, N.W.
Washington, D.C. 20037 Re: 19-R068

Dear Ms. Monahan,

Thank you for your July 1, 2019, Freedom of Information Act (F OIA) request for “all releasable -
portions of ‘The Russian Playbook’”. '

We have located and reviewed 46 pages of material responsive to your request. As the Initial
Denial Authority, I have determined that the information is exempt from disclosure under the
FOIA, Title 5, United States Code, section 552(b)(1) and (b)(3). Enclosed are details of the
specific exemptions cited. :

If you are not satisfied with our action on this request, you may seek dispute resolution services
from the DoD FOIA Public Liaison or the Office of Government Information Services. You also
have the right to file an administrative appeal. Information about these services is enclosed.

Major General, U.S. Army
Chlef of Staff

Attachments:
Enclosure a’s



ot 2 7__107-“ Re: 19-R068

Exemptions.Cited:

(b}(1) — information properly and currently classified in the interest of national defense or
foreign policy, pursvant to Executive Order 13526, Classified National Security Information:
Section 1.4(a) — military plans, weapons systems, or operations
Section 1.4(c) — intelligence activities (including covert action), intelligence sources or
methods, or cryptology '
~ Section 1.4(d) — foreign relations or forelgn activities of the Umted States, including
confidential sources
Section 1.4(g) — vulnerabilities or capabilities of systems, installations, infrastructures,
projects, plans, or protection services relating to national security
Section 1.7(e) — individually unclassified items of information that reveal an additional
association or relationship that (1) meets the standards for classification under this order;
and (2) is not otherwise revealed in the individual items of information

(b)(3) — information specifically exempted from disclosure by statute:
10 U.S.C. § 130b — personally identifying information of DoD personnel in overseas,
sensitive, or routinely deployable units
10 U.8.C. § 130e — defense critical infrastructure security information

DoD FOIA Public Liaison:

Mr. Darrell Williams
Phone: (571) 371-0462
Email: osd.mc-alex.odemo.mbx.dod-foia-policy-office@mail.mil

Office of Government Information Services:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road — OGIS
College Park, MD 207406001 .
- Email: ogis@nara.gov '
Phone: (202) 741-5770
Toll Free: 1-877-684-6448
Fax: (202) 741-5769

Adminjstrative Appeal:

Ms. Joo Chung ..
ODCMO Director of Oversight and Comphance
4800 Mark Center Drive

., ATTN: DPCLTD, FOIA Appeals, Mailbox #24
Alexandria, VA 22350-1700
Email: osd.foia-appeal@mail.mil

* Appeal should cite case number above, be clearly marked “FOIA Appeal” and filed within 90
- calendar days from the date of this letter,
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. - 19-R068
The National Security Archive

The George Washington University : Phone: 202/994-7000
Gelman Ubrary, Sulte 701  Fax: 202/994-7005
2130 H Street, N.W. _nsarchiv@gwu.edu
washington, D.C. 20037 www.nsarchive.org

Monday, July 1, 2019

9800 Savage Road, Suite 6171
Fort George G, Meade, MD 20755

Re: Request under the FOLA, in reply refer to Archiveff 20190835CYB018

Dear :

Pursuant to the Freedom of Tnformation Act (FOIA), I hereby request the following:

x

| All releasable portions of "The Russian Playbook".

1F you regard any of these documents as potentially exempt from the FOIA's disc)osure requirements, I
request that you nonetheless exercise your discretion to disclose them. As the FOIA requires, please .
release all reasonably segregable non exempt portions of documents. To penmit me to reach an intelligent
and informed decision whether or not to file an administrative appeal of any denjed material, please

~ describe any withheld records (or portions thereof) and explain the basis for your exemptior claims. -

As a representative of the news media, the National Security Archive qualifies for "representative of the
news media" status under 5 U.8.C. Sec. 552(a)(4)(A)(i)(II) and, therefore, may not be charged search
and review fees. (See National Security Archive v. U.S. Depurtment of Defense, 8RB0 ¥.2d 1381 (D.C.
Cir. 1989), cert denied. 110 8 Ct. 1478 (1990)). This request is made as part of a scholarly and news
research project that is intended for publication and is not for commercial use. For details on the
Archive's research and extensive publication activitics please see our website at www nsarchive.org.

To expedite the release of the requested documents, please disclose them on an interim basis as they
become available to you, without waiting until all the documents have been processed. Please notify me
before incurring any photocopying costs over $100. If you have any questions regarding the identity of
the records, their location, the scope of the request or any other matiers, please call me at (202) 994-7000
or email me at foiamail@gwu.cdu. I look forward to receiving your response within the twenty day

staturory time period.
erely ygurs,
< T

Michael Martelle

AR ngependen non-governmental research Instiwte and Hibrary located at the George washington Unlverslty, the Archive collects
and pualishes declpssifed doctments obtained through the Freedam of Iformation Act Publication royaltles andtax deductible
contribaions tiroligh The dations) Secutly Archive Fund, Inc. underwrite the Archive's Budpet



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G. MEADE, MARYLAND 20755

OcT 0 6 202
Jurre van Bergen
MuckRock News
DEPT MR 87401
411A Highland Ave : . _
Somerville, MA 02144-2516 . Re: 20-R026

Dear Mr. Van Bergen,

Thank you for your February 4, 2020, Freedom of Information Act (FOIA) request regarding
assessments or investigations resulting from security vulnerabilities and exploits shared via
Metasploit Project. We clarified the scope of your request with you on February 8, 2020,

We have located and reviewed 6 pages of material responsive to your reéquest.  As the Initial
Denial Authority, I have determined that the information is exempt from disclosure under the
FOIA, title 5, United States Code, section 552(b)(1), (b)(3), and (b)(5). Enclosed are details of
the specific exemptions cited. '

If you are not satisfied with our action on this request, you may seek dispute resolution services
from the DoD FOIA Public Liaison or the Office of Government_lnfonnation Services. You also
have the right to file an administrative appeal. Information about these services is enclosed.

"DAVID T. ISAACSON
Major General, U.S, Army
Chief of Staff

Attachments:
Enclosure a/_s



FOIA Exemptions Cited:

(b){1) -~

information properly and currently

classified in the interest of national defense or-

. foreign policy, pursuant to Executive Order
13526, Classified National Security
Information:

Section 1.4(c) — intelligence activities
_(including covert action), intelligence sources
or methods, or cryptology;

Section 1.4(e) — scientific, technological, or
economic matters relating to the national
security;

Section 1.4(g) — vulnerabilities or capabilities
of systems, installations, infrastructures,

projects, plans, or protection services relating .-

to the national security;

Section 1.7(e) — individually unclassified
items of information that reveal an additional
association or relationship that (1) meets the
standards for classification under this order;
and (2) is not otherwise revealed in the
individual items of information. .

(b)(3) — information specifically exémpted
from disclosure by statute:

10 U.S.C. § 130D, personally identifying
information of DoD personnel in sensitive
units;

10 U.S.C. § 130e, defense critical
infrastructure security information;

50 U.S.C. § 3024(i)(1), information
pertaining to intelligence sources and methods
pursuant to the National Security Act of 1947.

(b)(5) — intra-agency memoranda containing
information that qualifies for deliberative
‘process privilege.

OCY 0 6 2021
Re: 20-R026

DoD FOIA Public Liaison:

Ms. Tonya Fuentes

Phone: (571)371-0462

Email: osd.me-alex.ocmo.mbx.foia-
liaison@mail.mil

Office of Government Information
Services:

Office of Government Information Services
National Archives and Records
Administration

8601 Adelphi Road — OGIS

College Park, MD 20740-6001

Email: ogis@nara.gov

Phone: (202) 741-5770

~Toll Free: 1-877-684-6448

Fax: (202) 741-5769
Administrative Appeal:

Ms. Joo Chung

ODCMO Director of Oversight and
Compliance

4800 Mark Center Drive _
ATTN: DPCLTD, FOIA Appeals
Mailbox #24

Alexandria, VA 22350- 1700
Email: osd. fma—appeal@mall mil

* Appeal should cite case number above, be
clearly marked “FOIA Appeal” and filed
within 90 calendar days from the date of this
letter.



20-R0O26

A _
From: _ 87401-05380923@requests.muckrock.com on behalf of '87401-05380923
@requests.muckrock.com’ <87401-05380923@requests.muckrock.com>
Sent: . Saturday, February 8, 2020 9:48 AM '
To: CYBERCOM_FOIA
Subject: _ [Non-DoD Source] RE: Freedom of Information Act Request: FBI Metasploit release of

EternalBlue (U.s. Cyber Command)

Follow Up Fiag: Follow up
Fiag Status: Completed

U.s. Cyber Command
FOIA Office

Suite 6171 Fort George G.
9800 Savage Road
Meade, MD 20755

February 8, 2020 ;

This is a follow up toa pre\?ious request:

Good afternoon,

Thanks for checking back and sorry for the vague wording.

I think for now your suggestion will do.

Please continue with: "Assessments or investigations resulting from security vulnerabilities and exploits shared
via Metasploit Project.”

Best,
Jurre

Filed via MuckRock.com

E-mail (Preferred): 87401-05380923@requests.muckrock.com

Upload documents directly: . -
https://accounts.muckrock.coni/accOunts/login/?ncxt=https%3A%2F%2Fwww.muckrock.com%2Faccounts%2
Flogin%2F%3Fnext%3D%252Faccounts%252Fagency_login%2 52Fus-cyber-command-17349%252Ffbi-
metasploit-release-of-eternalblue-us-cyber-command-

87401%252F%253Femail%253DCYBERCOM_FOIA %2523540cybercom.mil&ur]_auth_token=AABT4M_V2
YOPK7_s83DY-xf0 1gc%3A1;0RP6%3AZIPZMKtPOO3A-WSqptéenBF 1HXg - :

Is this email coming to the wrong contact? Something else wrong? Use the above link to let us know.

For mailed responses, please.address (see note):
MuckRock News '
DEPT MR 87401



411A Highiand Ave
Somerville, MA 02144-2516

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock
by the above in order to better track, share, and manage public records requests. Also note that improperly
addressed (i.e., with the requester's name rather than "MuckRock News" and the department number) requests
might be returned as undeliverable. :

On Feb. 6, 2020: ' .
Subject: RE: [Non-DoD Source] Freedom of Information Act Request: FBI Metasploit release of EternalBlue
(U.s. Cyber Command) '

Good morning Mr. Van Bergen,

-Thanks for your request. Before we initiate this action, we want to be sure that you concur with our
interpretation, which we think may be the gist of what you're looking for:

"Assessments or investigations resulting from security vulnerabilities and exploits shared via Metasploit
Project.” ' '

As worded in your email, the "any records” caveat associated with multiple keywords is problematic for us, as it
does not enable an organized, non-random search. :

Are you satisfied with our interpretation of your request, or would you like to provide a different description of
the desired records that will help us locate them with a reasonable amount of effort?

v/r
Garth

Garth C.
USCYB_ERCOM FOJA
(301) 688-3585

On Feb. 4, 2020: : '
Subject: Freedom of Information Act Request: FBI Metasploit release of Eterna]Blue (U.s. Cyber Command)

To Whom It May Concetn:
Pursuant to the Freedom of Information Act, I hereby request the following records:

Any records related to Metasploit including the ETERNALBLUE, EmeraldThread, EternalChampion,
EskimoRoll, EternalRomance, EducatedScholar, EternalSynergy, EclipsedWing computer vulnerability
exploitation code into the Metasploit framework, developed by Rapid7. This could for example be damage
assessments that are being shared with any other government agencies, or received by such agencies. As well as
any investigations that could have stemmed into the inclusion of such cyber attack tools into an open source and. -
freely distributive and completely free tool like Metasploit.



The Metasploit Project is a computer security project that provides information about security vulnerabilities
and aids in penetration testing and IDS signature development. It is owned by Boston, Massachusetts-based
security- company Rapid7.

EternalBlue is a cyberattack exploit developed by the U.S. National Security Agency. It was leaked by the
Shadow Brokers hacker group on April 14, 2017, one month after Microsoft released patches for the
vulnerability. On May 12, 2017, the worldwide WannaCry ransomware used this exploit to attack unpatched
computers. : :

EmeraldThread, EternalChampion, EskimoRoll, EternalRomance, EducatedScholar, EternalSynergy,
Eclipsed Wing are all cyber attacks tool developed by the U.S National Security Agency. It was leaked by the
Shadow Brokers hackers group in 2017, ' - o :

The requested documents will be made available to the general public, and this request is not being made for
- commercial purposes. '

In the event that there are fees, I would be grateful if you would inform me of the total charges in advance of
fulfilling my request. | would prefer the request filled electronically, by e-mail attachment if available or CD-
ROM if not. ' '

Thank you in advance for your anticipated cooperation in this matter. I look forward to receiving your response
to this request within 20 business days, as the statute requires.

Sincerely,
Jurre van Bergen

Filed via MuckRock.com

E-mail (Preferred): 87401-05380923@requests.muckrock.com

Upload documents directly:
https://accounts.muckrock.com/acc()unts/login/?next=https%3A%2F%2Fwww.muckrock.com%ZFaccounts%fl
Flogin%2F%3Fnext%3D%252Faccounts%252Fagency_login%252Fus-cyber-command-1 7349%252Ffbi-
metasploit-release-of-eternalblue-us-cyber-command- _
87401 %252F%253Femail%253DCYBERCOM_FOIA%252540cybercom.miléurl_auth_token=AABT4M_V2
YOPK7_s83DY-xf01gc%3A1j0RP6%3AzIPZMktPOO3A-WSqptéenBF1HXg _

s this email coming to the wrong contact? Something else wrong? Use the above link to let us know.

For mailed responses, please address (see note):
MuckRock News '

DEPT MR 87401

411 A Highland Ave

Somerville, MA 02144-2516

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock
by the above in order to better track, share, and manage public records requests. Also note that improperly
addressed (i.e., with the requester's name rather than "MuckRock News" and the department number) requests
might be returned as undeliverable. : '



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND |
9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G. MEADE, MARYLAND 20755

OCT 2 6 2021

Cristin Monahan

The National Security Archive-

Gelman Library, Suite 701

2130 H Street, N.W. .

Washington, D.C. 20037 - Re: 19-R070

Dear Ms. Monahan,

Thank you for your July 1, 2019, Freedom of Information Act (FOIA) request for U.S. Cyber
Command concepts of operations to support U.S. European Command, or requests for support
from U.S. European Command to U.S. Cyber Command between the years 2012 and 2018.

We have located and reviewed 62 pages of material responsive to your request. As the Initial
Denial Authority, I have determined that 55 pages are exempt from disclosure under the FOIA,
title 5, United States Code, section 552(b)(1), (b)(3), and (b)(5). We referred 7 pages to U.S.
European Command for review and direct response to you.

If you are not satisfied with our action on this request, you may seek dispute resolution Services
from the DoD FOIA Public Liaison or the Office of Government Information Services. You also
have the right to file an administrative appeal. Information about these services is enclosed.

Major General, U.S. Army
Chief of Staff

Attachments:
Enclosure afs



FOIA Exemptions Cited:

(b)(1) — 1nformat1on properly and currently
classified in the interest of national defense or
foreign policy, pursuant to Executive Order
13526, Classified National Security
Information:

Section 1.4(a) — military plans, weapons
systems, or operations

Section 1.4(c) — intelligence activities
(including covert action), intelligence sources
or methods, or cryptology

Section 1.4(d) — foreign relations or foreign
activities of the U.S., including confidential
sources

Section 1.4(e) — scientific, technological, or
economic matters relating to the national
security

Section 1.4(g) — vulnerabilities or capabilities
of systems, installations, infrastructures,
projects, plans, or protection services relating
to the national security

Section 1.7(e) — individually unclassified
items of information that reveal an additional
association or relationship that (1) meets the
standards for classification under this order;
and (2) is not otherwise revealed in the
individual items of information

(b)(3) — information specifically exempted
from disclosure by statute:

10 U.S.C. § 130b, personally 1dent1fy1ng
information of DoD personnel in sensitive
units

10 U.S.C. § 130e, defense critical
infrastructure security information

50 U.S.C. § 3024(i)(1), information
pertaining to intelligence sources and methods
pursuant to the National Security Act of 1947

0CT 2 6 2021 Re: 19-R070

(b)(5) — inter- or intra-agency documents
containing information that qualifies for the
deliberative process privilege '

(b)(6) — information in personnel and medical
files and similar files, the disclosure of which
would constitute a clearly unwarranted
invasion of personal privacy

DoD FOIA Public Liaison:

Ms. Tonya Fuentes
Phone: (571) 371-0462
Email: osd.me-alex.ocmo.mbx. f01a-

liaison@mail.mil

Ofﬁce of Government Information
Services:

Office of Government Information Services
National Archives and Records
Administration

8601 Adelphi Road — OGIS

College Park, MD 20740-6001

Email: ogis@nara.gov

Phone: (202) 741-5770

Toll Free: 1-877-684-6448

Fax: (202) 741-5769

Administrative Appeal:

Ms. Joo Chung  * *

- ODCMO Director of Oversight and

Compliance

4800 Mark Center Drive

ATTN: DPCLTD, FOIA Appeals
Mailbox #24

Alexandria, VA 22350-1700
Email: osd.foia-appeal@mail.mil

* Appeal should cite case number above, be
clearly marked “FOLA Appeal” and filed
within 90 calendar days from the date of this
letter.



07/01/2019 12:21 FAX 202 9384 7005 NAT'L SECURITY ARCHIVE Zoes/007

19-RO70
The National Security Archive

The George Washington University : Phone; 202/994-7G00
Gelman Ubrary, Suite 701 Fax: 202/954-7005
2130 H Street, N.W. nsarchiv@gwu.edu
washington, D.C. 20037 , www.nsarchive.org

L]

Monday, July 1, 2019

9800 Savage Road, Suite 6171
Fort George G. Meade, MD 20755

Re: Request under the FOTA, in reply refer to Archive# 20190840CYB020

Dear .

Pursuant to the Frecdom of Information Act (FOIA), 1 hereby request the following:

. \‘ .
Any requests for CYBERCOM support by EUCOM, or CONOPS for C YBERCOM support to EUCOM,
between 2012 and 20186.

Tf you regard any of these documents as potentially exempt from the FOIA's disclosurg requirements,
request that you nonetheless exercise your discretion to disclose thea. As the FOIA requires, please
release all reagonably segregable non exempt portions of documents. To permit me Lo reach an intelligent
and informed decision whether ornot to file an administrative appeal of any denied inaterial, please
describe any withhcld records (or porions thereof) and explain the basis for your exemption claims.

As a tepresentative of the news media, the National Security Archive qualifies for “representative of the
news media" siatus under 5 U.8.C. Sec. 552(a)(4)(A)(i1)(LL) and, therefore, may not be charged search
and revicw fees. (See Mational Security Archive v. U.S. Department of Defense, B8O F.2d 1381 (D.C.
Cir. 1989), cert denied, 110 S Ct. 1478 (1990)). This request is made as part of a scholatly and news
research project that is intended for publication and is not for commereial usc. For details on the
Archive's research and extensive publication activities please see our website at www.nsarchive.org.

To expedite the release of the requested documents, please disclose them on an interim basis as they
become available to you, without waiting until all the documnents have been processed. Please notify me
before incurring any photocopying costs over $100. If you have any questions regarding the identity of
the records, their location, the scope of the request or any othet matters, please call me at (202) 994.7000
or email me at foiamail@gwu.edu. Ilook forward to receiving your response within the twenty day
statutory time period. :

g

Michael Martelle

An Independent non-governmental resaarch Institute and libeary locatad at the George Washington Ualversity, the Archive oolfees
and publishes declassified documants obtained through the Fraadam of Informenon A, Publjcation royalties and tax deductible
contributions through The Natlonal Securtty Archive Fund, Inc. undenwrte the Archive's Budget.



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G. MEADE, MARYLAND 20755

oCT 2 8 2021

Adam Janofsky
The Record .
adam.janofsky@recordedfuture.com Re: 22-R001

Dear Mr. Janofsky,

Thank you for your Freedom of Information Act (FOIA) request dated September 24, 2021,
received in our office on October 1, 2021. We attempted to clarify the scope of your request
with you on October 7, 2021, via email.

As previously explained, the FOIA requires that a requester provide a reasonable description of
the records sought, to enable the DoD Component to locate the records with a reasonable amount
of effort. Your request remains overly broad and inadequate to describe specific records sought,
and we are therefore unable to process the request as submitted.

If you are not satisfied with our action on this request, you may seek dispute resolution services

from the DoD FOIA Public Liaison or the Office of Government Information Services. You also
have the right to file an administrative appeal. Information about these services is enclosed.

Sincerely,

m@@ i

PAUL R. GUE I, GG15, DAF
Chief Knowledge Officer

Attachments:
Enclosure a/s



DoD FOIA Public Liaison:

Ms. Tonya Fuentes

Phone: (571) 371-0462

Email: osd.me-alex.ocmo.mbx.foia-
liaison@mail.mil

Office of Government Information
Services:

Office of Government Information Services
National Archives and Records
Administration _

8601 Adelphi Road — OGIS

College Park, MD 20740-6001

Email: ogis@nara.gov

Phone: (202) 741-5770

Toll Free: 1-877-684-6448

Fax: (202) 741-5769

- oCT 2 8 2028

Re: 22-R001
Administrative Appeal:
Ms. Jo_b Chung
ODCMO Director of Oversight and
Compliance .
4800 Mark Center Drive.

ATTN: DPCLTD, FOIA Appeals
Mailbox #24 '
Alexandria, VA 22350-1700
Email: osd.foia-appeal@mail.mil

* Appéal should cite case number above, be
clearly marked “FOIA Appeal” and filed
within 90 calendar days from the date of this
letter. - .



22-R001

- . - - - T
From: ' Adam Janofsky <adamjanofsky@recordedfuture.com> .

Sent: T Friday, Qctober 1, 2021 11:19 AM

To: CYBERCOM_FOIA o

Subject: : [Non-DoD Source] US Cyber Cyber Command — FOIA Request

At_tachments: USCC-2021-01_20210924_Request.pdf :

Foliow Up Flag: Follow up

Flag Status: Completed

VIA EMAIL

Dear FOIA Officers,

Pursuant to the Freedom of Information Act (FOIA), 5 U.S.C. § 552 The Record makes the following request
for records:

Emails, memos, powerpoint presentations, and other documents sent to or held by US Cyber Command that
reference the word "BlackMatter" between the years 2016 and 2021 (most recent date available). Such
~ documents may include mention of “ransomware".

Fee Waiver Request

In accordance with 5 U.S.C. § 552(a)(4)(A)(iii) and your agency’s regulations, The Record requests a waiver of
fees associated with processing this request for records. The subject of this request concerns the operations of
the federal government, and the disclosures will likely contribute to a better understanding of relevant
government procedures by the general public in a significant way. Moreover, the request is primarily and
fundamentally for journalistic purposes.

The Record requests a waiver of fees because disclosure of the requested information is “in the public interest
because it is likely to contribute significantly to public understanding of operations or activities of the
government.” The public has a significant Interest in understanding ransomware threats. Records with the
potential to shed light on this matter would contribute significantly to public understanding of operations of the
federal government. The Record is committed to transparency and intends to make newsworthy responses
agencies provide to FOIA requests publicly available in the course of reporting, and the public's understanding
of the government’s activities would be enhanced through The Record's analysis and publication of these
records. :

The Record is a media outlet staffed by professional journalists which regularly reports news related to
cybersecurity issues and is frequently cited by other outlets, including The Washington Post. The Record is
also ranked competitively on relevant news aggregators such as Techmeme's Leaderboard. As a news outlet,
we frequently publish materials gathered through reporting on our public website and promote their availability
on social media platforms, including Twitter. ' :

Accordingly, The Record qualifies for a fee waiver.
Guidance Regarding the Search & Processing of Requested Records

In connection with its request for records, The Record provides the following guidance regarding the scope of
the records sought and the search and processing of records: : ‘ '

1



Please search all locations and systems likely to have responsive records, regardless of format,
medium, or physical characteristics. For instance, if the request seeks "communications,” please search
all locations likely to contain communications, including relevant hard-copy files, correspondence files,
appropriate locations on hard drives and shared drives, emails, text messages or other direct
messaging systems (such as iMessage, WhatsApp, Signal, or Twitter direct messages), voicemail
messages, instant messaging systems such as Lync or ICQ, and shared messages systems such as
Slack. :
In conducting your search, please understand the terms “record,” “document,” and “information™ in their
broadest sense, to include any written, typed, recorded, graphic, printed, or audio material of any kind.
We seek records of any kind, including electronic records, audiotapes, videotapes, and photographs, as
well as letters, emails, facsimiles, telephone messages, voice mail messages, and transcripts, notes, or
minutes of any meetings, telephone conversations, or discussions.
Our request for records includes any attachments to those records or other materials enclosed with
those records when they were previously transmitted. To the extent that an email is responsive to our
_request, our request includes all prior messages sent or received in that email chain, as well as any
attachments to the email. ' :
Please search all relevant records or systems containing records regarding agency business. Do not
exclude records regarding agency business contained in files, email accounts, or devices in the
personal custody of your officials, such as personal email accounts or text messages. Records of
official business conducted using unofficial systems or stored outside of official files are subject to the
Federal Records Act and FOIA. It is not adequate to rely on policies and procedures that require
officials to move such information to official systems within a certain period of time; The Record has a
right to records contained in those files even if material has not yet been moved to official systems or if
officials have, by intent or through negligence, failed to meet their obligations. _
_Please use all tools available to your agency to conduct a complete and efficient search for potentially
responsive records: Agencies are subject to government-wide requirements to manage agency
information electronically, and many agencies have adopted the National Archives and Records
Administration (NARA) Capstone program, or similar policies. These systems provide options for
searching emails and other electronic records in a manner that is reasonably likely to be more complete
than just searching individual custodian files. For example, a custodian may have deleted a responsive
email from his or her email program, but your agency's archiving tools may capture that emait under
Capstone. At the same time, custodian searches are still necessary; agencies may not have direct
access to files stored in .PST files, outside of network drives, in paper format, or in personal email
accounts.
in the event some portions of the requested records are properly exempt from disclosure, please
disclose any reasonably segregable non-exempt portions of the requested records. If a request is
denied in whole, please state specifically why it is not reasonable to segregate portions of the record for
release. .
Please take appropriate steps to ensure that records responsive to this request are not deleted by the
agency before the completion of processing for this request. If records potentially responsive to this
request are likely to be located on systems where they are subject to potential deletion, including on a
scheduled basis, please take steps to prevent that deletion, including, as appropriate, by instituting a
litigation hold on those records. _ :

Conclusion

If you have any questions regarding how fo construe this request for records or believe that further
discussions regarding search and processing would facilitate a more efficient production of records of interest
to The Record, please do not hesitate to contact us to discuss this request. We welcome an opportunity to
discuss its request with you before you undertake your search or incur search or duplication costs. By working
together at the outset, The Record and your agency can decrease the likelihood of costly and time-consuming
litigation in the future. ' '

Where possible, please provide responsive material in an electronic format by email. Alternatively, please
provide responsive material in native format or in PDF format on a USB drive. Please send any responsive
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material being sent by mail to 8200 Greensboro Dr, Ste 1100 McLean VA, 22102, If it will accelerate release of
responsive records to The Record, please also provide responsive material on a rolling basis. .

We share a common mission to promote public understanding of the federal government and its policies. The
Record looks forward to working with your agency on this request.

If you do not understand any part of this request, please contact adam.janofsky@recordedfuture.com. Also, if
The Record's request for a fee waiver is not granted in full, please contact us immediately upon making such a

determination. :

Sincerely,
Adam Janofsky



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G. MEADE, MARYLAND 20755

NOV 1 0 2001
Stefan Soesanto
Center for Security Studies
Haldeneggsteig 4, IFW C 47.1

Zurich, Switzerland 8092 | | | Re: 22-R007

Dear Mr. Soesanto,

Thank you for your October 29, 2021, Freedom of Information Act (FOIA) requeét for records
regarding North Atlantic Treaty Organization (NATO) cyber rapid reaction teams.

After a thorough search of our files, we did not locate records responsive to your request.
If you are not satisfied with our action on this request, you may seek dispute resolution services

from the DoD FOIA Public Liaison or the Office of Government Information Services. You also
have the right'io file an administrative appeal. Information about these services is enclosed.

Sincerely,

/R

PAUL R. GUEVIN1II, GG15, DAF
Chief Knowledge Officer

Attachments:
Enclosure a/s



DoD FOIA Public Liaison:

Ms. Tonya Fuentes

Phone: (571) 371-0462

Email: osd.mc-alex.ocmo.mbx.foia-
liaison@mail.mil '

Office of Government Information
Services:

Office of Government Information Services
National Archives and Records
Administration :

8601 Adelphi Road — OGIS

College Park, MD 20740-6001

Email: ogis@nara.gov

Phone: (202) 741-5770

Toll Free: 1-877-684-6448

Fax: (202) 741-5769

NOV 1 0 2021

Administrative Appeal:

Ms. Joo Chung

ODCMO Director of Oversight and
Compliance

4800 Mark Center Drive

ATTN: DPCLTD, FOIA Appeals
Mailbox #24

Alexandria, VA 22350-1700
Email: osd.foia-appeal@mail.mil

*. Appeal should cite case number above, be
clearly marked “FOIA Appeal” and filed
within 90 calendar days from the date of this
letter.

Re: 22-R007



FOIA Request 278666

22-R0O07

The following list contains the entire submission submitted October 29, 2021 12:10:13pm ET, and is formatted

for ease of viewing and printing.

Contact information

. First name

Last name

Mailing Address

City

State/Province

Postal Code

Country

Phone
Company/Organization

Stefan

Soesanto _

Center for Security Studies, Haldeneggsteig 4, IFW C 47.1
Zurich - o

Zurich

8092

Switzerland

+41 446320837

Center for Security Studies (CSS), ETH Zurich

- Email stefan,soesanto@sipo.gess.ethz.ch
Request
Request 1D 278666
Confirmation
1D 278141 . |
Information on the deployment of NATO's Cyber Rapid Reaction Teams (RRTs):
(1) Number of cyber incidents or cyber attacks that led to the activation of a NATO
_ RRT (2012-2021) (2) Country or location where these cyber incidents or cyber
Request attacks took place / RRT missions were carried out (3} Duration of the RRT
description  missions (average of all and/or duration of the individual RRT missions) (3)

Descriptions of the information and communication systems affected (4)
Information on any attribution assessments made ("who done it?") (5) After-action
reports / NATO RRT performance evaluations

Supporting documentation

Fees

Request category ID
Fee waiver

educational
no




EXpedited processing

Expedited Processing

no



DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G. MEADE, MARYLAND 20755

MOV 18 2071

Re: 22-R010

: (b) (6)

Dear

This letter re5ponds to your November 16, 2021, Freedom of Information Act (FOIA) request for
contact information of a U.S. Cyber Command employee.

To be subject to the FOIA, a record must exist and be in Command possession and control when
the Command conducts its search. We are not obligated to create, compile, or answer questions
to satisfy a FOIA request. Moreover, we do not dlsclose the names and duty information of
Command personnel

If you are not satisfied with our action on this request, you may seek dispute resolution services
from the DoD FOIA Publi¢ Liaison or the Office of Government Information Services. You also’
have the right to file an administrative appeal. Information about these services is enclosed.

‘Sincerely,

@W,Q Q &
PAUL R. GUEVINIL, GG15, DAF
Chief Knowledge Officer

Attachments: :
Enclosure a/s _ '



DoD FOIA Public Liaison:

Ms. Tonya Fuentes

Phone: (571) 371-0462

Emaijl: osd.me-alex.ocmo.mbx.foia-
liaison@mail.mil :

Office of Government Information
Services:

Office of Government Information Services
National Archives and Records
Administration

8601 Adelphi Road — OGIS

- College Park, MD 20740-6001

Email: ogis@nara.gov

Phone: (202) 741-5770

Toll Free: 1-877-684-6448

Fax: (202) 741-5769

NOV 1 8 2021 Re: 22-R010

Administrative Appeal:

Ms. Joo Chung

ODCMO Director of Oversight and
Compliance '

4800 Mark Center Drive

ATTN: DPCLTD, FOIA Appeals
Mailbox #24

Alexandria, VA 22350-1700
Email: osd.foia-appeal@mail.mil

* Appeal should cite case number above, be
clearly marked “FOIA Appeal” and filed
within 90 calendar days from the date of this
letter.



FOIA Request 284391 22-R0O10

The following list contains the entire submission submitted November 16, 2021 11:42:02am ET, and is
formatted for ease of viewing and printing.

Contact information

First name "
Last name
Mailing Address
City
State/Province
Postal Code
Country

Phone

Email

Request

Request ID 1284391 | STy (b) (6)
Confirmation ID 283866

Contact information for the Joint Exercise Planner USCYBERCOM J-7 Security
Request Manager. I would like the contact information for the security otfice/officer in
“description charge in order to contact them regarding| |admissi0n of

misconduct.

Supporting documentation

Additional Information _ o Birth cert.jpg
Fees

Request category ID . ' other
Fee waiver no
Explanation o N/A

Willing to pay 100.00

Expedited processing

Expedited Processing no



